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Disclaimer

This document is Cisco Confidential information provided for your internal business use in connection with the Cisco Services

purchased by you or your authorized reseller on your behalf. This document contains guidance based on Cisco’s recommended
practices.

You remain responsible for determining whether to employ this guidance, whether it fits your network design, business needs, and
whether the guidance complies with laws, including any regulatory, security, or privacy requirements applicable to your business.
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.CIS'coI C|SCO Umbre”a Product Customers Use ( cIsco C|SCO Umbl’e”a Product  Customers

€ Oops.

Q Welcome to Umbrellal

Your device isn’t using Umbrella’'s DNS. Let’s fix
that.

Your internet is faster, more reliable and better
protected because you’re using Cisco Umbrella.

If you haven’t restarted your browser and
cleared your local DNS cache yet, please do 27
that now.
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DNS Policy Tester

( DNSt# 15 4

DNS Policies D RX—3 T
Policy Tester =2 ') v &

Policies / Management

alraln
© i DNS Policies o

Policy Tester
Test whether a destination will be allowed or blocked for an identity. If

you receive results you don't expect or want, reorder or refine your
policies and run the test again. For more information, see Test a Policy.

Ex: Roaming Computer, Network Devices, User, Site, Network, AD Group (max
1 of each)

Result:

@ Destination was allowed

Triggered Identity: PHELI-M-393C
Destination: www.google.com
'CNAMESs: forcesafesearch.google.com
Result: Destination was allowed

Categorization: Search Engines, Search Engines and Portals,

SO PHELI-M-39... | *

Note: Currently URLS are not supported

l www.google.com

|

e

enforced

Policy Applied: Default Policy

Only 1 policy was applied to this identity. This was your default policy,
Default Policy.

Note: Your actual results may differ from what's shown above if you have the

Intelligent Proxy enabled, as URLSs could be treated differently.

Policy Tester

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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SWG Policy Tester °

Policies | Management
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asco. \Web Policy e

SIG
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Web Policy Tester

To test that the Web policy’s rulesets and rules function as

intended, test an identity’s access to a destination. Test 6 Blocked
that rulesets and rules block, allow, isolate, or warn as

intended. For more information, see Umbrella's Help.

Primary Identity Identity: AD Users
Tests both a ruleset and rule identities’ destination access.
Ruleset: Default Web Policy.
‘ Tunnel B
Rule: Global Block
TUNNELS | Tunnel B X Content Movies, Television, Music,
Categories: Anime/Manga/Webcomic
Secondary Identity (optional)
Tests a rule identity’s destination access only. Schedule: Not Applied

‘ Corporal Ferro (cferro@jdcorp.com)

AD USERS ‘ Corporal Ferro (cferro@jdcorp.com) X

Destination
Destination that identies will attempt to access.

I mgm.com ]
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Reporting / Core Reports

e .z:llls.cl:lé. App Discovery %H%gﬁt lJ'Z' 7 7° |J /7'— :/ = | yd)gq:ﬁ_l- y ;;_1:_']:% Dowgcsv

BEZDHBTINILMAT - 74 IL5 HAHE

Back-.......

ﬂ Label L

k M Unreviewed (816)
LABE= () W Approved (9)

-
[Fie® () M Not Approved (5)

RB3Inf

el
u .
Labely (7) W Under Audit (1) 7 7" )
v x
9n% O  Application v WelghtedRisk v  Identiles® v  DNSRequests v Total Web Traffic v Firew Label >
O m Ap
O W Not Approved (5) 5.0 GB total traffic
i Ubuntu
()0 Ui (@ 0 ] Compute [ Medium 3 6,885 %) 5068 M Unreviewed Control this app @
Controllable Apps )
O All Controllable Apps
D JAdvanced Gontrols - 862.6 MB total traffic
. Slac .
. erect Al m) “ Collaboration ™ Medium ) 7 9,328 =) 8603 .. M Unreviewed Control this app @
) 23MmB
(@Y ver Hioh
(@) ich J 340.1 MB total traffic
Adobe Creative Cloud

o <D O Office Productivity 6 20,083 =) 3401 .. M Unreviewed Control this app @
O &) 257K8
O

Jort A1 311 6 MR total traffic

i
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Application Details
App URL Identities Traffic First Detected (UTC)

Duo Security . :

- ttps://duo.com/product 8 Total: 13.9MB Aug 8, 2023

- Allows Access Security for Everyone, from Blocked: —-
Any Device, Anywhere - Last Detected (UTC)
' Nov 5, 2023
Risk Score

/ Category Vendor DNS Requests Firewall Events

Security Cisco Total: 2,909 Total: -

Control this app @ M Approved

ol Y XU DF ﬁtiu‘m%é?& D %IL.\-I:I (I EHE

Risk Details Identities (8) Attributes (13) BUSineSS RiSk/ Usage RiSk / VendOr Compliance

EmEN
. How Ws Calculam Ris|

elp us |mprove [}

: App Discovery’s Composite Risk Score (CRS) for cloud services combines 3 elements to calculate a standardized measure of the risk for a cloud service: Business Risk, Usage Risk and Vendor L
. [ ]

- Compliance. -
[ ] "
: > Business Risk Business Risk =
[ ]

L] Factors: [ ]
u 1. Typical use of the service (personal or organizational). L]
: 2. The Talos Security Intelligence Web Reputation score for the service. :
- 3. Financial viability of the app vendor. ™
[ ] 4. Type of data stored by the app. 1
L] Show details [ ]
[ ] [ ]
"> Usage Risk Usage Risk =
[ ] [ ]
L] Factors: [ ]
u 1. Volume; how much data flows to and from the service. L}
: 2. Users; how many of your users depend on or use the service. =
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Label

A Not Approved

Control OpenAl ChatGPT

To control an application, select an application list and an action.
) S, —§ 1)) —
DNS/RY & —AWebikl &

DNS Application Settings

4 Total, 1 Selected

JEIE I NSNS N NSNS EE SN NSNS SN SN NS NN SN N NN EEEEEEEEEEEEEER

S ssssEEEEEEEEEEEEEEEEEEEN
(0 Block-App BLOCK

o

mbrella®/R) O —E&EY VI %20y

FIFAH DDNS « WEB/RY & —A
EERELZEARE

Web Application Settings

Application Settings Applied in Rule Application/Activities

ROAMING COMPUTER APPLICATION
SETTING BLOGK @ Roaming App Block

Application v v =
[

]
EEEEEEEEEEEEEEEEEEEEEEEER
Not applied. Add to a WebPolicy Rule. v
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2 Messages
End of Life for Umbrella Roaming Client
64 B ago Cisco has announced End of Life of the Umbrella Roaming client on April 2, 2024. Last Date of Support will be April
customers begin planning and scheduling their migration to Cisco Secure Client now.
VIEW DETAILS
[ waming ] The Umbrella SWG SAML certificate used for User Identity is due to expire on 27th of June 2024 X
16H ago This certificate will be renewed and made available from the 27th of May 2024 providing time from then until the 27

you to update your Identity provider (IdP) with the new Umbrella SAML certificate.

VIEW DETAILS

Malware: 0 requests blocked in the last 24 hours View Trends / View Details
Botnet: 0 requests blocked in the last 24 hours View Trends / View Details

Cryptomining: 0 requests blocked in the last 24 hours View Trends / View Details
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OpenDNS' OpenDNS is now part of Cisco

7) L "7 7 0 )
A MALWARE & DRIVE-BY 2

REQUESTS

Last 7 Days Security Report

APR 1 -APR7, 2024

Sign in to Umbrella

alualn
cisco

In the last 7 days, we’ve seen:

0 a
COMMAND & CONTROL 2
REQUESTS

0

PHISHING REQUESTS

Top Security Events

BY DOMAIN

Domain

update.googleapis.com
clientservices.googleapis.com
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