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[[] Demonstration

Cisco Umbrella v1 - Instant Demo

ID: 139 Published Date:  13-Apr-2017 04:57 Instant Demo  Security

[C] Proof of Value
Demonstrate how Cisco Umbrella is a cloud security platform that provides the first line of defense against threats on the internet wherever users go

[7] Proposal
* Favorite Related Content
[[] Sandbox
Solutions Cisco Identity Services Engine 2.2 v1.1 - Instant Demo

ID: 138 Published Date: 13-Apr-2017 04:57 Instant Demo Enterprise Networks Security

Access Level

Demonstration how the Cisco Identity Services Engine (ISE) simplifies the delivery of consistent secure access control across wired and wireless
multivendor networks as well as remote VPN connections.

* Favorite Related Content {\- View
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Cisco Advanced Phishing Protection @ [BIZ (Overview)] R—U (&, B Ao (VT HERIICRRINEIR—UTY,, Z2ICE. $BF
ELEEFA—LOBEARRENTOET,

TRICSRT D&, =0 S AZELLZETFA—ILOBETT,
1. ALOREOZEBHIEI)VITHE TORBENMEREINES , ChblE LEAT—LavhEl EROBFA—ILEEELT

W5, RELEESLEEETT,

€ Loggedin as Mike Jones

ol | i | I Logout of Cisco Demo
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OVQI’VIEW 2 DaShboard Q. search for domain name D:::ms b]is'fa]‘-is Teday | 7days | 2weeks | Month
e — T ) 7 \ e =
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2. ZEBENEVIVITEHEBRADRTRICRYET
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Name Impostors Name Impostors . ; SN | - SyNCS.-

: S X j B
1 29 ] v A Y
Compromised Domain L3
Accounts Spoofs

11 238
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RASY RT=D4o T EIE . BBDO—FETT, COVFIVATIE RAMY RT—D4V 5 MR T A EEE/NLET,

FIIE

1. [FASYRT—T42% (Domain Spoofs)] #5vILET,
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.|
CZIZRRENBDE, LEAT—2av DEWEEENLFELESNDAVE—UTIA, SRAODEEEETIVICELLEDES L.

EAITERENRLLAREMNTEEINET ., WTIAHLDFVAZEIIVITEHE —EDAVE—CFRTTEET, SEIL,
ciscofunds.com MHEESNT 1 DDAYVE—SHERTHBIEIZLET,

3. [ciscofunds.com] A%V ILET,

Sending Domain: ciscofunds.com

Messages: 1

[Avt—L DR FE (Search Messages)] Ea—MNRRENET, COEL—TD IRV T EHIX, YUV ILEADEEICEDIVT. H
SMLBHERESNTNET,

4. AvbE—TEIIVITEHE AvE—DDOEHNRREINET,

uu 1uu
To: ITn: |
Authenticity Score Range: - —]
Reply-To: IReply-Tn: | 0.0 0.5
Subject: [Subject: Matched Policy: s
Enforcement: ~ All messages +
Attachment: s Message ID: (Message ID:
Received between: [2018-06-29 | and [2018.06-29
Attack Type: [ Domain Spoof
Multiple attack types are logical ORs
Domain Reputation Range: | Domain Tags: | Filter By Tags SBRS Range:
50 10.0 -10.0 100

Sending Domain: |ciscofunds.com Hostname: IP Address: |IP Address:

(2 Message Feedback
A Create a Policy

Displaying 1 -1 of 1 Messages

Trust Score * Date From To Subject

0.8 23-Jun-2018 help@ciscofunds.com rob.jenkins@ciscofunds.com

Please approve and forward expense report "June Expenses”®

Displaying 1 - 1 of 1 Messages << Previous 1 Next>> Messages Per Page: 25 4%

v
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COFME 1—TIE UKD DRATIUYT ETIVDRRFHERTEET . A LICIEK. BEMNBAYVE—UEERITHARRINET,
0~ 10 m(10 HmEA) D 0.8 mELVS, FEEIZIEWLWRATZIZHSTVET , 2O AYE—UIE, ciscofunds.com NDEETELTIER
MDY —NHSBEIELTLNSI=D, [FASV R T—T42% (Domain Spoof)] ELTHERISH TLVELT=,

Message Details

Date: 28-Jun-2018 195:27 PDT @
From: help@ciscofunds.com
To: rob.jenkins@ciscofunds.com
Subject: Please approve and forward expense report "June Expenses”
Message ID: <facade?c8 M964K69 167564 1771 134ch@BY2PR1MBALSA ciscofunds.com= f{}'
Message Trust Score Reasons

Authenticity Score: 0.1
Very low Auhenticity Score

MAIL FROM.
MAIL FROM Joes not match Header From: domain

Sending IP Address:
SBRS:

DKIM'd="tag:  Notavailable

Authentication results: SPF result not reported
DKIM result not reported

© DMARC Fail

5. FALLZTHS [ciscofunds.com] 0 vId 5L, CORAMUITRT Hik]

Message Details

Date: 28-Jun-2018 19:05:27 POT @

From: help@ciscofunds.com

To: rob.jenkins@ciscofunds.com

Subject: Please approve and forward expense report "June Expenses”

Nesﬁge 10; ~facode2cf PALLH001 T RLE1 7F1 4. 2 A,ci h F(}-
Message Trust Score Reasons

Authenticity Score: 0.1
\ery low Authenticity Score

Sending Domain:
Domain Reputation:

MAIL FROM:
NAIL FROM does not match Header From: domain
Sending IP Address:
SBRS:

DKIN'd="tag:  Notavailable

Authenticatien results: SPF result not reperted
DKIM result not reported
© DMARC Fail

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Sending Domain:
Domain Reputation:

=2 % 8 4 ©

Message Trust Score: 0.8 (Uamisted) &____

© Domein Spoof
Message sent from a server not known te send mail for
ciscofunds.com

Matched policies:  Rapid DMARC

ciscofunds.com

85

@ Frecuent, High Volume Sende-
© No Consistent Sending History

203.26100.17
Not available

Search for similar messages

i

INF—U P ELITELSRRENFET,
x

= % &8 0 O
Message Trust Score: 0.8 {untrusted)

@ Domain Spoof

Message sent from a server not known to send mail for
ciscofunds.com

Matched policies:  Rapid DMARC

T r——
ciscofungs.com .]

@ Frequent, High Volume Sender
© No Consistent Sending History

203.26.100.17
Not available

Search for similar messages
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CORAUBTHDEHEEET IP PRLANSEBELEH D ZAVE—UEHERTRE 1L DFEFRT—I4045 IP PRLADDLEE

gL
f=AytE—UMBIZDEFET,

. . Tetal Valume: ; ; = n
Details - ciscofunds.com 1,838 messeges Domain Reputation: |8.5 [ * pomon,

DMARC®  spF@
@ Passed Authentication Likely Authentic @ Inauthentic

v=DNARCI; preject; sp=reject; fo=1; ri=3600; rua=mailto:c
isco-demo@rua.dmp.cisco.com,mailto:ci

uaa

gari.com; ruf=mailto:cisco-demo@ruf.agari.com
2k
1k @ Frequent, High Volume Sender
© No Consistent Sending History
0 Tags:
29 Jun =
k internal
en frem ciscofunds.com for the past 1 6ays
I passed Authentication Likely Authentic M inauthentic
{2 TuneSender Model
0 messages { 0% 1,937 messages / 1005

1 messages /< 1%

Messages by IP address

7018-05-79 - 2018-06-30 / All Messagss

Displaying 1 - 4 of 4 |P Addresses

P In Sender Madel? {nown Forwarder? Total Messages » Hostname SBRS
198.2,132.180 v 1,043 outbound.agari.com 52
198.71.244.1 v 889 m102.em.secureserver.net -0.6
54.240.27.56 v 5 227-56.smtp-oulus-west-2.amazonses.com 3.5
( 203.26.100.17 1 |
Displaying 1 - 4 of 4 IP Addresses << Previous 1 Next >>

IP Addresses Per Page: 25 3%

v

6. PRaMAITEHJYHILT [BE (Overview)] R—YIZRYET,
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FIF 3. THhIUEDFERSERY

SHELTVWAHRERMTD 1 DIZ, THIUEDESEY (ATO) BNHYFET , EFETEIR ANV DR T T4V T DAL ARSIZH>
TETWBEO., KVEHLFERCRYBRZIZI2HEENEZ TLVSDTY , Advanced Phishing Protection [, SEEFHA4TDRERE
EZ=THIVDSDAvE—CERE B LUV HELET,

FIIR

1. [BE%EZIT-7H>k(Compromised Accounts)] 5 voLET,

()
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cisco Analyze Manage
iew - ¢ o 288 19,813
Qvew ew - Dashboard Q. Seareh for domain name B il o] e | e | B

EHG =

i 288 " . o

Top Sending Domains (-

f S R 5 Ky
ciscofunding.com ciscofunds.com'| #mazon.com :

\

3 5

Individual Display Brand Display " ‘mzrvcenomsm) AR o )
Name Impostors Name Impostors 57'“““’-“’""{ ! Sl ~ upwork.com

(5]

e

mmm Sossitw T

1 |20 & ®

Compromised Domain 5
Accounts Spocfs 5
Look-alike Spam or &
Domains Greymail

oy @& 0:

Domain Reputatior

COAvE—UIFERICIFEETEARBEICRRINTVET, ZOEAL., BEINFTHIVIMRT—I40 5 TIEEL BT LEHEY
TELEFIEESINGZLMNSTYT  ThiF. EEOI—HFhSEFENT- ID TT,
2. [gmail.com] DEEYJYILET,

1 i 6

Domains Messages Today | 7days | 2weeks | Month
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. ________________________________________________________________________________________________________________________________________________________________________|

COHIDIHA . Cynthia Perdue EWV3A—HFDAERYDTHIUETHY . CRETRESITERSNTNIEN, Y RIADET LMD HA

UFES,
Fraom: |Fmrn: | Trust Score Range:
0.0 1.0
To: |_'-u: |
Authenticity Score Range: |
Reply-To: |Reply-Ta: | 05 L0
Subject: |Subject: Matched Policy: :
Enfarcement: Al messages %
k
Attachment: ¥ Message |D: |Message ID:
Recsived between: |2018-06-29 | and |2018.06-20
Artack Type: | Compromised Accaunt
Multiple attack types are logical ORs
Domain Reputation Range: | Domain Tags: | Filter By Tags SERS Range:
5.0 1.0 100 10.0
sending Domain: i_gmail.mm Hostname; |Hostname: IP Address: |IP Addrass:
(3 Message Feedback
& Create a Policy
Displaying 1 - 1 of 1 Messages
Trust Seore Date From To Subject
1 29-Jun-2018 Cynthia Perdue <gynithia. perdues2B@gmail.com= christopherlutz@ciscofunding.com Last Statement Enclosedd
Displaying 1 - 1 of 1 Messages << Previous 1 Next >= Messapes Per Page: 25
s
3. AvE—UEVIVILET,
iy g , B — ; B :
(2 Message Feedback
A Create a Policy
Displaying 1 - 1 of 1 Messages
Trust Score * Date From To Subject
1 29-Jun-2018 Cynthia Perdue <cynthia.perdue528@gmail.com> christopher.luz@ciscofunding.com Last Statement Enclosedd
Displaying 1 - 1 of 1 Messages

<< Previous 1 Next >> Messages Per Page: 25 $

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. >
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. ________________________________________________________________________________________________________________________________________________________________________|

CCTIR EETERVWRITHRITALEETRMATTAUNEEELTVDITAV L TRESNTVET , COKIIC. CNETREIF
FEot=TAV UMD ORAFELGEENRON-IHE . BEDTREMENBNEEZFT,

Message Details #

Date: 28-Jun-2018 19:05:28 POT @ = % o & o

Message Trust Score: 1 {Untrusted)
From: Cynthia Perdue <cynthia.perdue528@gmail.com>

> 2 - © Compromised Account
To: christopher.lutz@ciscofunding.com cynthia.perd gmail.com is a suspected compromised

account
Subject: Last Statement Enclosedd © Likely Malicious Attachment M

5 3 Message contained likely malicious attachment(s}:
Message ID: <00E201d3b0b@aanttbisanSfen2a3edS@pmail.com= Q‘ files_2018-02-09_18-18-06_XTYXRD.zip
» Details
Message Trust Score Reasons
Authenticity Score: 1.0 Sending Domain:  gmail.com
@ Very high Authenticity Score Domain Reputation: 9
@ Frequent, High Volume Sender
MAIL FROM:  gmail.com @ No Consistent Sending History

96.233.123.167 — [static-96-233-123-
167.bstnma.fios.verizon.net)

SBRS:  Notavailable

« IP address is in Sender Medel for this domain

DKIM'd="tag:  gmail.com Sending IP Address:

Authentication results: @ SPF Pass
© DKIM Pass
@ DMARC Pass
Search for similar messages

4. [F#HM(Details)] #9vILET,

2 %Y 8 0 O

Message Trust Score: 1 {Untrusted)
j@gmail.com>

© Compromised Account

cynthia.perdue528@gmail.com is a suspected compromised
account

@ Likely Malicious Attachment
t?. Message contained likely malicious attachment(s):
files_2018-02-09_18-18-06_XTYXRD.zip

l&oﬂals l ~r
e_path:  LestFiled.d M
ype: MIME entity

tags: Untrusted Executable, Malicious File
Execution

n>

reasons:

Sending Domain:  gmail.com
Domain Reputation: 9
@ Frequent, High Volume Sender
© No Consistent Sending History

RATFAIE [BEDOHDT7/ILDOEFT (Malicious File Execution)] 245 [{ERE T VEITHRET 74 /L (Untrusted Executable)]
ERFEENTVET,

5. $Z2a@AIEYY)vILT [BE (Overview)] R—UIZRYFET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 11/23 R—
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EURR A—JLEE#R(BEC) [F. 2 DHE . RRBREFFIALTEITINET . RTBAEE. BHOBRECERIIURITEYTET
F=IZLREINMERT S, —fEH7AEF O TI, Advanced Phishing Protection Tl&, COWA DBEOREEZET T HENTEET,

FE
1. [F5vKR&RTR4L%EYTEL(Brand Display Name Imposters)] 2 v LEY,

il
cisco Analyze Manage

R
Overview - Dashboard Q. Sasrch for domain name 288 19,813 _
Today | 7days | 2weeks | Month

Domains Messages

288 ; — B — —
.® B G 1\ e i 7 d
Top Sending Domains | = 7
clscofunding<om | ciecofunds.com | amazon.con

3 i E N 5 2 oy oy £
Individual Display Brand Display £ sylect \ e e e
Name Impostors Name impostors Y Tl SPNCTCCON

Compromised Domain 3
Accounts Spoots

11 238

Look-alike Spam or
Domains Greymail

o 0° " e o3

BE.S DTSV RRTABYTELAHERSNTOET, ST EDREETR AV OBEGBEERTLET

2. [AytE—TDERT(Show Messages)] 9w ILET,

Top Sending Domains

3 5

Individual Display Brand Display
Name Impostors Name Impostors

S |
1 29

Compromised Domain
Accounts Spoofs

11 238
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ZZITRRENTLVS HSMC, Amazon, Wells Fargo. Apple. eBay EWVSKFITSURIZTART, BELZYTELORRIZHE-TLET,

Attachment: s Message 10: [Message ID:

Received between: [2018-06-29 | and [2018-06-29

Attack Type: | Brand Display Name impostor

Multiple attack types are logical ORs

Domain Repuzation Range: Domain Tags: | Filter By Tags SBRS Range:
0.0 100 -10.0 100

Sending Domain: |Sending Domain: Hostname: |Hos:nar*e 1P Address: |IP Address

€3 Message Feedback

L3 & Create a Policy

Displaying 1 - 5 of 5 Messages
Trust Score * Date From To Subject

05 20-3un-2018 HSBC <bank-director@post. com> fiona.ying@ciscofunding com [URGENT] Your Department Director needs your input- Ref.

BH5418470218

05 23-Jun-2018 Amazon Services <aws-amazonid@noreply.com susan.ammerlangen@cisco.com Problems with your Amazon Account - Confirm Now™

0.5 29-Jun-2018 Wells Fargo <superian.jenkins@gmail com> susan.ammerlangen@cisco.com Account Problem

05 29-Jun-2018 Apple Support <apple_support_online@gmail.com> cadenza.erhardt@ciscofunds.com Issue with your Account

05 29-un-2018 eBay <pay bay com> darlenehhibbard@ciscofunds.com Dy Buyer Protection Program - Rem 10 4 743062017153

2007 Ford F-150 Lariat

Displaying 1 - 5 of 5 Messages << Previous 1 Next >> Messages Per Page: 25 %

3. [Apple Support] DAytE—SFH)ILET,

R 4

Displaying 1 - 5 of 5 Messages

Trust Score * Date From To Subject
I q
05 29.Jun-2018 HSBC <bank-di : — fionaying@ciscolunding.com [URGENT] Your Depm(mqnl Director needs your input: Ref.
BH5418470218
05 29-Jun-2018 Amazon Services <aws-amazonid@noreply.com susan.ammerlangen@cisco.com Problems with your Amazon Account - Confirm Now*
0.5 29-Jun-2018 Wells Fargo <superian.jenkins@gmail come susan.ammerlangeng@cisco.com Account Problem
l 05 29-Jun-2018 Apple Support <apple_support_online@gmail.com> cadenza erhardt@ciscofunds.com Issue with your Account
7z 2 2 eBay Buyer Protection Program - ltem 10 8 74 1
05 29-Jun-2018 eBay <pay y com> dariene hhubbard@ciscofunds.com 2007 Ford F-150 Lariat
Displaying 1 - 5 of 5 Messages << Previous 1 Next >> Messages Per Page: 25 ¢

COAyE—DIE LEAT—2av OB EEETH S Gmail MoEELELOTHY . Gmal DAV ITFRAMIIFYINLIEHITEESN
TUWET AL, Apple HR—bAS gmail.com PRLRADT A I EFE>TRIEBTHIUINDOBBEEMTELE. BEFEZONEFE A,

”
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Message Details

Date: 28-Jun-2018 19:0527 POT @

= % 8 4 ©

Message Trust Score: 0.5 {untrusted)

From: Apple Support fapple_support._ onlin
\Q Brand Display Name Impostor

To: cadenza.erhardt@ciscofunds.com
Subject: Issue with your Account N
Message 1D: <c3857017011108234 T 9EBIDF IDASS Egmcom> @&
Message Trust Score Reasons
Authenlicity Score: 1.0 Sending Domain:
© Very high Authenticity Score Domain Reputation:

MAJLFROM: gmail.com

Sending IP Address:

DKIM'd="tag: gmail.com
SBRS:

Authentication resultss @ SPF Pass
© DKIM Pass
© DMARC Pass

4. [OK]&#2UvILET,

5. $Z2a@AIEYY)vILT [BE (Overview)] R—UIZRYFET,

apple_support_online@gmail.com is not expected to send for
apple

Matched policies: General Imposters

gmail.com ——
9

© Frequent, High Volume Sender
© No Consistent Sending History

209.85.223 188 — (mail-io0-f188 google.com) *——

35
© Very high SBRS
+ IP address is in Sender Model for this domain

Search for similar messages

6. [ME&DFRTALYTEL (Individual Display Name Imposters)] 2w LEY,

cisco Analyze Manage
X &
OVerV|EW = DaShboa rd Q. Search fordomain name 288
Domains
2 8 8 19 . ® °
e®
Top Sending Domains

3 5

Individual Display Brand Display
Name Impostors Name Impostors

1 29

Authentleity Score

Compromised Domain £5
Accounts Spaofs
o®
Look-alike Spam or
Domains Greymail
[}
°® ©°

Ooo.

A

19,813

Messages Today | 7days | 2weeks | Month

SRR,
f sy )

5 10

Domain Reputation

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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7. [AvE—COFRTK(Show Messages)] #9vILET,

@ Loggedin as Mike Jones

ulll ol l h Logout of Cisco Demo

cisco

Analyze Manage

2 3

Domains Messages

Overview - Dashboard

288 ;

Top Sending Demains

Q Search for domain name Teday | 7days | 2weeks | Month

3

Individual Display
Name Impostors

5

Brand Display
Name Impostors

LY

@

g

1 29 | ¢

&

Compromised Domain K

Accounts Spoofs S
£

i b 238

Look-alike Spamor
Bomains Greymail

L]
: 5 1

Dormain Reputation

FKHHRIZ REEEENF—TYMIGOTVET,

8. CEO M*y+t—< (Chuck Robbins ~D%HYTEL)EZSUvHLET,

A Create a Policy

Displaying I - 3 of 3 Messages

Trust Score * Date From To Subject
12 29-Jun-2018 Chuck Robbins <chet@alurni.com=> asthertopiaria@ciscofunds.com Acquisition Terms, can we get it back quickly?
12 29-Jun-2018 Kelly Kramer <cfo_exec@alumni.com> eLgene.fetterbang@ciscofunds com W-2 copies for Audit
14 29-Jun-2018 robert.fennick@ciscofunds.com Aquick request

Chuck l%gbins <ceo_home@innocent.com=

Displaying I - 3 of 3 Messages

<<Previous 1 Next>>

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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CORYTELAYVE—CDEME R EEIL., [EET 7R —(Matched policies)] IZ#HFIZE B LTS, ZOBHITORYL—2
. [BE D74 YFEL (Executive Impostors)] TY

Message Details

Date: 28Jun-2018 13:05:27 PDT ©@
From: Chuck Robbins <ceo_home@innocent.com>
To: robert.fennick@ciscofunds.com
Subject: A quick request
Message ID: “caBib2017011108154869ER81DF IDRUS@aol coms
Message Trust Score Reasons
Authenticity Score: 1.0
@ Very high Authenticity Score

MAIL FROM:

DKIM 'd="tag:

Authentication results:

innocent.com
innocent.com
© SPF Pass

© DKIM Pass
@ DMARC Pass

o
N

& % o

Message Trust Score: 1.4 (Suspicious)

@ Individual Display Name Impostor
ceo_home@innocent.com is an impostor of chuck robbins

Matched policies:  Executive Imposters

@ —

Sending Domain:  innocent.com
Domain Reputation: 2.3
© Frequent, High Volume Sender
© No Consistent Sending History

Sending IP Address:  77.238.177.83 — {sonic305-21.consmr.mail.ir2.yahoo.com)
SBRS: 16
+ IP address is in Sender Model for this domain

Search for similar messages

9. [OK]&VYyILThABIRAMAOTES)YILT [HZE (Overview)] R—IZRYET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 16/23 R—
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FI)A S R —

BEEOHD I AvE—CFHBNTBICIE. EHEAITERBOMEMEASNET  RUS—EF, ChBIZROWTEDKS3HT I avE
TMMEETBIL—ILTT ERATRER T I ar DIEEELTIK, EF 1) TABEBEEIL SOC IZHT BT 5—h, AvtE—CDARE
DZEBIZHTBETI—h. Avt—CDBIBR, ZIEECLADSRITAHILS GREBA—ILIZE) ADAYE—C DB LEDHEEAHYET .

FIIR

1. [EIE(Manage)]> [RJI—(Policies)] DIEIZFEELET

i)
]
cisco Analyze Manage

Dn&w es

Reports

Search Messages

ind fift il that has been sent t

From: Il rorr Saricies Trust Score Range:
Sensors 0.0 10.0
To: I‘n users
i Authenticity Score Range:
dre < .
Reply-To: II{'1-|\1,‘ 1 00 10
) Jrganizat
Subject: IS.Jb\-‘—CZ Matched Policy: B
Enforcement:  All messages ¢
Attachment: s Message ID: |Message D
Received between: (2018-06-29 and |2018-06-29
Astack Type: | Individual Display Name Impostor
Multiple attack types are logical ORs
Domain Reputation Range: Domain Tags: |Filter By Tags SBRS Range:
.0 100 10,0 10.0
Sending Domain: |Sending Domaln Hostname: |Hostname P Address: |IP Address
Reset

) Message Feed

A Create a Policy

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 17/23 R—%
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TRISRLTWSDIF, Ayt

'YhTY,

—COEBRRAATERENEFEFEALL. ZU—RUCKBOERENN—F BT I+ KD —

Configure Policies based on message content,

Configure Policy Text tor Original Recipients

Show policies: | All Policies &

Displaying 1 - 9 of 8 Policies
Name
Rapid DMARC

[Manage Senders]

Executive Imposters

C-level Imposters

Spoaf of Partner Domains

Lock-alike Domains

Brand Display Name Impostors

Suspicious Messages to C-Level

Unlrusbed Messages

Lew Message Trust and Lowr Server
Reputation

Displaying 1 - 9 of 9 Policies

Cond itions

Altack types include spoof
Domain's Tags include internal

From: address:
= matches a Display Name in Executives

From: address:
« matches a Display Mame in C Level
Executives

Attack types include spoof
Domain's Tags include partner

Attack types include lookalike domain

Allack types include dni

To: address:
= matches a Display Mame in C-Level
Executives
Message Trust Score is between 0.0and 3.1

Message Trusl Score is belween B0 and 1.1

Messapge Trust Score is between (00 and 2.5
SBRS is between -10.0 and -2.0

Enabled? Action Notify Recipients?

i Nomng N
¥ Nane N
i Narm N
N Nani ]
¥ None N
¥ Nome N
4 Nane N
¥ Nom N
Y Nonge N

<< Previous 1 Next >>

Last Trggered

28-Jun-2018 0:05:28
uTc

29-Jun-2013 (:05:23
uTe

28-Jun-2018 (:05:29
uTc

28-Jun-2013 0:05:29
uTe

Newer

Mewver

Never

Mever

Newer

Mumber of Times Triggered
iinlast 7d)

12,060

Palicies Per Page: 25 %

Rapid DMARC R —I(%. 7/8T1)w9 DMARC {E&RRY O —ERITT2LYLEHEDSEIZ, BRAMVEBERT T4 T RE
TEL HFAER) O —TT, RUS—FBEDBRRARAN DR T =IOV B ETHREITHE-> TSI EITER L TZEL RS —D
BIH5 [FEIEEDEE (Manage Senders)] V> 9%%4') w99 %&., Advanced Phishing Protection DS EETILEHARELTHERL.
FTRTDFEEFET(EOHEHEICHIATIE T EENTEET . EEBDNZATILETHRWMEETEH R —IETI+ILRT,
Advanced Phishing Protection {E3E7T /L& E AL THEELET .

2. RS —% Rapid DMARC DHEIZ$H 5 [iX{EE D EE (Manage Senders)] Y2 9% 9 vILET,

Configure Policy Text for Original Recipients

Show policies: | All Policies +

Displaying 1 - 9 of 9 Policies
Name
[Manage vSer‘ﬁers_

Rapid DMARC

Executive Imposters

C-Level imposters

.

Conditions

Attack types include spool
Domain's Tags include internal

From: address:
o matches a Display Name in Executives

From: address:
< matches a Display Name in C-Level
Executives

Enabled? Actic

Non

Non

Non

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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. ________________________________________________________________________________________________________________________________________________________________________|

NS(E, S XADERF A ciscofunds.com [ZxtF BEEETT .

@) Loggedin as Mike Jones

ol l i | I Logout of Cisco Demo

cisco Analyze Manage
Senders
Review senders to internal domains
Show senders for internal domain: ' ciscofunds.com s

Today | 7days | 2weeks | Month
Senders  Unassigned IP Ad dresses

Displaying1-30f3 SenJers

Inbound Authenticity
Sender Action
Messages IP addresses Score Reason
amazon S E S 5 1 1.0 Marnual « MApproved Undo
webservices™
WM 1043 1 10 Manual « Approved  Undo
8
%\?@ Daddy 883 1 0.8 Madel + Approve @ Deny
Displaying 1 - 3 of 3 Senders << Previous 1 Next >> Senders Per Page: 25 4%

ZDHITIL. Amazon SES & &U Mail Chimp @ 2 DDEEED [KFEBFH (Approved)] EE>TWET, DFEY . ChLIETTIS. Z
DEAVEITDOIEHTEEFELTHEOTIEESNTWET 5 1 DDEEE. GoDaddy [TDWTIL, EFETEDLDELTETIY
JENTHWETH. WA IZIZEMESN TOERE A, CNEBMTRETLEIN, HIFT DI, FHlEERTILENHYET,

3. GoDaddy ®OI%45UvILES,
Senders Una;sugncd!?ﬂddmsws
Displaying1-30f3 Sendlers

Sender
Mess,

(1]

e SES
Ercobaddy .

Displaying 1 - 3 of 3 Senders <

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 19/23 R—%
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Ayt—TETART, FEIZHRT GoDaddy D 1 DDH—/\MLFEESNTLET,

© LoggedinasMike Jones
ol ' i | I Logout of Cisco Demo
cisco Analyze Manage

Sender Detalls - GoDaddy Email Marketing

6o Daddy’

Sending IP addresses for internal domain: | ciscofunds.com s
2018 0629 - 2018-06 3C

Today | 7days | 2weeks | Month
Displaying 1 - 1 of 1 IP Addresses

P - oS Hostname SBRS Total Messages »
198,71.244,1 ml0Zem.secureserver.net 0.6 883
Displaying 1 -1 of 1 |P Addresses << Previous 1 Next >> < IP Addresses Per Page: 25 %

T Copyright 2018, Cisco and/or its allil ates, Al righis reserved. | Supoot

ZMHY—/3® SenderBase LEaAT—33> XRa7(SBRS) . HEYRIFTIEBYEF A, AvtE—C8FIVVITEHE, KYELWVERE
HRETEEY,

4, Ivbe—CEEVIVILET,

) Loggedin asMike Jones
@ I s I s Logout of Cisco Dlemo
cisco Analyze Manage

Sender Detalls - GoDaddy Email Marketing

oo Daddy’

Sending IP addresses for internal domain: | ciscofunds.com 3
2018 0529 - 2018-06 3C

Today | 7days | 2weeks | Month
Displaying 1 - 1 of 1 IP Addresses

P

Hostname SBRS Total Messages
198.71.244.1 mloZ.em.secureservernet 0.6 | 839
Displaying 1-1of 1 |P Addresses << Previous 1 Next >> IP Addresses Per Page: 25 %

£ Copyright 2018, Cisco and/or its affilates. Al rights reserved. | Supoort
IO BE FD—EDAVvE—UMNRENT: [AvE—CDIERE (Search Messages)] R—UMNRRENFET VAMEART, 2

LTWBEEENEINERTEET HBFLIEERFEMEIVTIRACLEDFELNYEL T EETED AV E—DOMEINERER
TEFT . AVRUMNITEMLEWNEEB THACEN R TELFRITREL, E5THWMEE TIIER T HIENTEET,
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5. I59Y0 [R%(Back)] Ra% 2 [@%E5)vILT [#EIEE (Senders)] R—UIZRYET,
6. FEEFEADFLIXEBLET,

o EHEEZBEEDLNSIESE. GoDaddy @ [&ER (Approve)| Yo% 5 vHILET,

Senders | Unassigned IP Addresses
&

Displaying 1 - 3 of 3 Senders
8

nbound Authenticity
Sender Action
Messages 1P addresses Score Reason
amazon S ES 5 1 10 Manual v Approved Undo
web services™
WC&W 1043 1 1.0 Manual v Approved Undo
f"OQGo Daddy 889 1 0.8 Model + Approve | @ Deny
Displaying 1 - 3 of 3 Senders << Previous 1 Next >> Senders Per Page: 25 §
o EHTIEHAWEEDLNBIBEIE. GoDaddy @ [fEE (Deny)| Yo%)y HILET,
Senders  Unassigned 1P Addresses
o
b
Jisplaying 1 - 3 of 3 Senders
nbound Authenticity
Sender Actign
Messages IP nddresses Score Reason
amazo" s Es 5 1 10 Manual v Approved Undo
webservices"
W% 1043 1 1.0 Manual v Approved  Undo
?U'Q‘Go Dﬁd‘r 889 1 08 Madel 4+ Approve | @ Deny |
displaying 1 - 3 of 3 Senders << Previous 1 Next >> Senders Per Page: 25 §

7. EboDiZEL. BREEELFT,

CCTEBIRLEAT L avIc& 2T SR IDZEIEBHMD ciscofunds.com FETICAYE—UAEESN-BHIZ. ELERGINZDH
RT—=D4 G ERBENDZD I ERSNET,
8. YRaMmAIEHvILT [BE (Overview)] R—UICRYFET,
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DA 6. AvtE—TDHH
Advanced Phishing Protection Tl&, BFA—IL bS749 V(2 DWTHRIET 20D HE 21— BRBESNTWET  EETER

WAYE—T BOLWAYE—D  BETEDAVE—COBBRZ DAL HIEELT, [Fyt—Y (Messages)] Ea—A—MRHIICFI RS
nTLEY,

FIIE

1. [2#(Analyze)] > [*vt— (Messages)] DIBIZHEILET,

) Loggedin as Mike Jones
ol I L) l L] Logout of Cisco Demo

cisco Analyze Manage

Cverview
Overview - Dashi} :
verview - Dasngo m . ; 288 19,813
L __é_ssé,@ "-"_‘}ear._hfordomaw name Dovisae Meseages Today | 7days | 2weeks | Month
Demains
288 . . e
IP Addresses . - o o)
Top Sending Domains u &

Search Messages

3 5

Individual Display Brand Display
Name Impostors Name Impostors

1 29

Compromised Domain S
Accounts Spoofs
&
@ L
Look-alike Spam or s

Domains Greymail

L7 L .:

Domain Reputatior
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INODEEMHEETNZTNICONT, SESFE—RMUBHEICEIKEL—D I LIV TERBIRL. AT EHIENTEET,

0
]
cisco Analyze Manage
> el e
Today | 7days | 2weeks | Month
L3 A0
Untrusted Suspicious Trusted
Untrusted messages Suspicious messages Trusted messages
<1% of total 3% of total 374% of total
Show All Messages  Filter By Common Attributes — » Both MyDomains(5%) Other Domains (94%)
Common Attributes
Domains and Message Campaigns  |P addresses From To Subject Date
Damain Reputation Trust Score and SBRS
Subject
Common subject lines from messages in this category.
Displaying 1 - 15 of 15 Subjects
Subject Number of messages
please approve and forward expense raport "june expanses” 4
[urgent] your department director needs your input- ref, bh5418470218 1

accepted weekly warking meeting @ weakly from 2pm to 250pm on friday (pdt) 1
account problem 1

confluence engineering > onsite interview questions

2. [—HERIBIETI1/LA) Y (Filter By Common Attributes)] 24 voLTHS [#4 (Subject) ] 51 voL. FELNT [ LLVAY
+—3 (Suspicious)] 9w ILET,

3. YRa@RIEHYYILT [BE (Overview)] R—UIZRYFET,

AEIZ Cisco Advanced Phishing Protection D#EEEICDNVTOREELTEEHTI N BRICE-THERLBIDELSILEFE>TLE
¥, Cisco Advanced Phishing Protection #FIAd 1 (E. MERLEHL BEC & U ATO WETHEASN TS ID BEFEE L
WEFBTENTRETT .
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