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Sandbox Lab:
Dig in with DevNet Sandbox - technology packed Cisco labs - today! FREE with 24x7 access! ':ﬁl:' eneIox 2
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SecureX Orchestration

SecureX Orchestration

Welcome to SecureX orchestration. SecureX orchestration provides a framework to automate security
processes such as threat investigation, hunting and remediation to strengthen operational efficiency
and precision, lowering operational costs.

Thank you. Your request has been received and you will be notified
via email when access is available.

Orchestration provides a workflow automation feature enabling you to define workflows to reflect your
typical security processes; the automation steps (activities), the logic or flow between these steps,
and how to flow data from one step to the next. With SecureX orchestration, you can leverage Cisco
and third-party systems, applications, databases, and network devices in your environment to create
these workflows.

CAUTION: Cisco SecureX orchestration enables customers to program automated workflows.
Customers are responsible for ensuring that workflows are programmed carefully, in accordance with
the technical documentation supplied by Cisco and with consideration for how that workflow might

operate under potential differing circumstances. Cisco recommends all workflows be tested in a non-
Back to Securex Dashboar production environment prior to implementation in production.

More information is available at:

https://securex.apjc.security.cisco.com/help/orchestration

Cisco.com

Cisco.com | Privacy Statement | Trademarks
This is an automated email sent to you by Cisco SecureX.
2020 Cisco and/or its affiliates. Al rights reserved.
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é'(; SecureX Dashboard  Integration Modules  Orchestration  Insights  Administration

My Workflows

@ APJC| Admin v

SecureX Orchestration

B TRTHT—~JO0—1) R ESR
p—

Type to search workflows by name ‘

I All Workflows (4) lt IAtomics (176)' Recents  Favorites (0)

Move Computer to Triage Group Take Forensic Snapshot and Isolate Take Orbital Forensic Snapshot Host Isolation with Tier 2 Approval

This workflow will move the endpoint identified by the pr isco Orbital forensic snapshot f This workflow initiates a Cisco Orbital forensic snapshot f This workflow requests approval to isolate an endpoint u
ovided observable to a triage device group in Cisco Sec grovided observable an or the endpoint identified by the provided observable. Su sing Cisco Secure Endpoint host isolation. If approved, is
ure Endpoint. Supported observables: ip, hostnaj olation is enabled using the Cisco Threat Response hos
t

Author: younna@cisco.com L F~ . =3 Author: younna@cisco.com
Last Modified: 03 Feb 2022 VALIBATE 1§m I ﬁb f& Atomlcs |J z l\ ﬁE B Last Modfied: 13 Jan 2022 © IMPORT GOMPLETED

Atomics: J—2270—TEITRgEL/NSHED—oo0—
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Ilcll.s.tl:lo“ SecureX Dashboard  Integration Modules ~ Orchestration  Insights  Administration

SecureX Orchestration

My Workflows Runs & System Monitor My Exchange

System Manitor Last 7 Days v Waorkflow Runs over time
For all worlflows Daily run volume all workflows:
4
= =0 3
Running Failed
2
>aused Cancelled 06 P P P P °
Jan 27,2023 Jan 28, 2023 Jan 29, 2023 Jan 30, 2023 9 Feb 01, 2023 Feb 03, 2023
4 N\
Y Type to search workflows by name Showing runs from Last 24 Hours v

a-»goa*ss@m

Workflow Runs

v Workilow Name Runs List

Enter a full or partial workflow name in the Type to Search Workflows text box
[ Type to search workflows v ‘ and check the workflow name. See the Runs Help topic for more information

Actions are cleaned up after 30 days. Run summary data is available for 9C days.
v Last Run Status Q

\ All )

alraln
cisco S EC U RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 11
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'::llls'élol' SecureX Dashboard  Integration Modules ~ Orchestration  Insights  Administration @ APJC| Admin v

Targets

B—y bER=TY FIIL—TEHERE L VOER

Targets Target Groups

“ =  Q Search

* Display name + Created on Status Owmer Actions
AMP_Target 2022/1/13 23:53:38 Valid ‘younna@cisco.com

E HTTP Endpoint
CTIA_Target 2022/1/13 23:53:41 Valid younna@cisco.com

@ HTTP Endpoint
CTR_API 2022/1/13 23:53:40 Valid ‘younna@cisco.com

a HTTP Endpoint
4

CTR_For_Access_Token 2022/1/13 23:53:40 Valid younna@cisco.com

= HTTP Endpoint
Q Email Endpoint 2022/1/13 23:53:41 Valid - See Notes @ younna@cisco.com

SMTP Endpoint
Qrbital_For_Access_Token 2022/1/13 23:53:38 Valid younna@cisco.com

HTTP Endpoint

Targets: J—P 7A—RNEIEFIFLETITAETADEITHER

alraln
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Target 24 7

B# I R

AWS Endpoint

Git Endpoint

Google Cloud Platform Endpoint

HTTP Endpoint

JDBC Database Server

Meraki Endpoint

Microsoft Windows Endpoint

SMTP Endpoint
SNMP Endpoint
Terminal Endpoint
Terraform Endpoint

Unix/Linux Endpoint

Amazon Web Services APIs

Git repositories

Google Cloud Platform

HTTP X—X API (f5] : REST API)

MySQL, Microsoft SQL, Oracle, and SAP HANA
database servers

Meraki 7734 A API

Window R—X KX k

SMTP / MTA !5 D A — JLiE(E

SNMP R—ZX 7/ R EE

SSHAR—ZaT Y FERT Bl : L—%, R4 YF)
Terraform API

Unix/Linux R—X < > FE1T (5l : Unix/Linux )

‘asco SECURE

Target Type

Get

HTTP Endpoint

AWS Endpoint

Ansible Tower Endpoint

Git Endpoint

Git Repository

Google Cloud Platform Endpoint
IMAP Endpoint

JDBC Database Server

Meraki Endpoint

Microsoft Graph Endpoint

Microsoft Windows Endpoint
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.lclllslélc;l SecurexX Dashboard  Integration Modules ~ Orchestration  Insights  Administration @ APJC|Admin v
—
x Account Keys
= = QSearch I New Account Key
( )
@ Display name Status Owner Last modified + Actions
CTR_Credentials Created younna@cisco.com 2022/1f13 23:53:35
wu HTTP Basic Authentication
Qrbital_Credentials Created younna@cisco.com 2022/1/13 23:53:35
* HTTP Basic Authentication
m AMP_Credentials Created younna@cisco.com 2022113 23:53:35
HTTP Basic Authentication
e Git_Credentials Created younna@cisco.com 23:53:07
Git Password-Based Credentials
.
~ =) > >
'y THIoU bF—ZHREES S TER

Account Keys: 2— VIR T 5= D UL T v

alraln
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Key 247

Target # 4 7

AWS Credentials

Email Credentials

Git Password-Based Credentials
Git Token-Based Credentials

Google Cloud Platform Authentication

HTTP Basic Authentication

HTTP Client Certificate Authentication

HTTP Signature Authentication
JDBC Login Credentials
Meraki Credentials

Microsoft Windows Credentials
SecureX Token

SNMP Credentials

AWS Endpoint

POP3 Endpoint, SMTP Endpoint
Git Endpoint

Git Endpoint

Google Cloud Platform Endpoint

HTTP Endpoint
HTTP Endpoint

HTTP Endpoint

JDBC Database Server
Meraki Endpoint

Microsoft Windows Endpoint
HTTP Endpoint

SNMP Endpoint

Account Key Type

Account Key Type

AWS Credentials

AWS Credentials

Ansible Tower OAuth Credentials
Gel Email Credentials

Git Password-Based Credentials

Git Token-Based Credentials

Google Cloud Platform Authentication
HTTP Basic Authentication

HTTP Client Certificate Authentication
HTTP Signature Authentication

JDBC Login Credentials

Meraki Credentials

Terminal Key-Based Credentials Terminal Endpoint, Terraform Endpoint, Unix/Linux Endpoint

Terminal Password-Based
Credentials

Terminal Endpoint, Terraform Endpoint, Unix/Linux Endpoint

‘dsth’ SECURE
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+ Global Variables
- SecureX Orchestration DT+ bRIZEFLFIA
« 7= 70—V R—rEFIZHTR Global Variables b U iR—bEh 515
éllzéloll SecureX Dashboard  Integration Modules  Orchestration  Insights  Administration ‘g & L)
« Local Variables
& Variables A —=HAL—YavD—son—HBuaLKIZESR. RELAA
_ s F = AN—2ar T =70 BT HAtomic I THRESN D
= Global Variables  Variable Types Variables
®
n SECUREX_ENVIRONMENT eny prod-apjc system 294200-1;621 [}
@ String S
AQ_LOQOP_LIMIT system 2020/6/16
e Integer 9:40:46
g . o - . . - o
HEOXFE AN LN HEH(Variables) R H &K UMERK
A
o
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Workflow Editor Modited: 20234152481 at 13:10:13 [ Commit Em & X

I~ N
Q_ Search activities X U
—_—n —oNEE 0A 1 WARNING
M 3 &
—— - -
¥ CORE
CORE MAAH, FET F2 VI T L a0 DEM
Calculate Date
- LOGIC TI—TRN—T. gz Enam -]

Calculate Date

Time Difference - S

£ WORKFLOWS  Bl7—% 7 0—0EMm

Convert Json to T T

Xml
7HF 4 EF R General o

& 'J;\F ! e ZAY S l) 4 JONsF4TYT

vrag acuvity nere Display Name
Escape Regex
Metacharacters
Owner

Find String gokato@cisco.com

Format Date Description

JSONPath Query

Match Regex

v
Parse Date q
A A [ Clean up after successful execution |

alraln
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Core Activity

A Workflow Editor

Search activities

v CORE

Calculate Date

Calculate Date Time
Difference

Convert Json to Xml
Convert Xml to Json

Escape Regex
Metacharacters

Find String
Format Date
JSONPath Query

Match Regex

asco SECURE

e

X

Core Activityl&, 793 & ETT5-OITFERTES. EILMMUB
SO —FN\—TH D
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Workflow T | FH R g 7% Core Activities (1)

&2 m= e
Calculate Date BrZIEHR (A 6) OMERE
Calculate Date Time Difference 2D DEEZIIER (B OENEHE
Convert JSON to XML JSONZEXMLIZZEH#2
Convert XML to JSON XML#%JSONIZ Z i
Escape Regex Metacharacters Efﬁfjﬁliisﬁ'é AAXFEDIR Match RegexTHERT 5 ERKRFDEFNEL L THA
Find String XFHDIEER
Format Date BEZIESR (BB D74+ —< v FEH#R
JSONPath Query JSONERDXFIINLBERDT—4
HH
Match Regex ERRBICKDIXFIIRE
Parse Date XF5H o BRI (B EF) ZHAD
it
Replace Staring XF5DEH

alialn https://docs.securex.security.cisco.com/Orchestration-Help/Content/activities-core.html
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Workflow T | FH R g 7% Core Activities (2)

2 ¥ BE wE
Set Variables ETHDEERE

Sleep Workflow®— 5= 1k

Split String XF5EXY Y XFTHE

Substring XFH|EXFOMEBEIEE (FR/HRT) THISHR

To Lower FILT 7Ry b EFINXFICEHR

To Upper FILT 7Ry hERXFICER

Trim String XFHOLYERY

Xpath Query XMLEX DX FIM o BHRDT—4 #HiH

XSL Transform Extensible Stylesheet Language Transformations (XSLT)IZ% D < XML®D fz K £t

https://docs.securex.security.cisco.com/Orchestration-Help/Content/activities-core.html
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Logic Activity

A Workflow Editor

Q_ Search activities

v LOGIC
Break
Completed
Condition Block
Continue
For Each
Group
Parallel Block
Start Point

While Loop

asco SECURE

X

GW—T . &l IN—TLHEQDEREZBMTAHET, FETET—HD
O—&{ER AT BE
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Workflow T Fl| FH Rl 88 7% Logic Activities

BT

M= e

[ Logic Block ]
Condition Block
Parallel Block
For Each

While Loop

[ RTHIE ]
Break

Continue

Complete
[ €Dih ]
Group
Start Point

EHIC—HLE-SER0EEET
BEHDINIEZ US| TEIT

I DERZIRECNE
EHHNETH HMEINEZ M

For Each/While Loop®M L& h TLoop D& IR T For Each/While LoopR® &
FI AT RE

For Each/While Loop®DALIE&h CEREDNEE XX v T L., RDLooplLIE%EEFT  For Each/While LoopRI M &
FI AT RE

ST TREZIEE L. WorkflowZ# T (fF1E)

WorkflowD a2 m LD 1= . Activityd ¥ )L—F 1k WIEFDEMERZETEL
T4 EDOBREREIFELGDhEERARE L GEIRATEE FHRITDHEDH

asco SECURE
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Workflow activity

v HI0—DhIz, BEDT—70—%FA TS oL TRMA
A, %’)Té_tf%’ﬁ"ﬁ(_li&éb\ BHIZERT D-OITHER. &
Q_ Search activities X L) l]‘én |7 77 Oo— 75\ 1/E Ek-—-l'

M 3 &

v WORKFLOWS

TRquickSearch

AMP Host Isolation with
Tier 2 Approval

Submit URL to Threat
Grid

Take Orbital Forensic
Snapshot

CISCO S E C U R E © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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*Umbrella Report APIZ{E o=k A U FEREV1F74 5 U ZWebex APIZ KA EH %S

[#£]

-Umbrella®API keyZi 5 M ZWebex® Token R 1%

-Webex Bot{Ef. 7Ot A—O 2 BU1S. SpacefERk. Space IDER1F
-SecureX~UmbrellaZfi &

-SecureX® WorkflowZ > TUmbrellah SIEEENE . 5 U IZWebex~ D 5%F5
SecureXCH R T LEEMIENES KD TriggerzZ E
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APIFXF— L —S Ly FOEE

Admin -> API Keys -> Add M 5Reports D API KeyZ1E ik

Cisco Umbirella

Overview
Deployments
Policies
Reporting
Investigate
Admin
Accounts
User Roles
Log Management
Authentication
Bypass Users
Bypass Codes

API Keys

asco SECURE

asco AP Keys o

@ Add'EVIvY  —

cases.
For more information, see Umbrella's Help.

/ Q"API Keys"&2')v%
API Keys KeyAdmin Keys Static Keys

0 0 3

Legacy Keys

4

Q  Search by API Name, Key or Creator

™

DO“Admin” M5 “API Keys” #9')v%9

Umbrella's API keys are used to authenticate your Umbrella APl requests. You can create multiple keys and manage each key's access controls to meet specific use




APIFXF— L —S Ly FOEE

Add New API Key

To add this unique API key to Umbrella, select its scope—what it can do—and set an expiry date. The key and secret created here are unique.
Deleting, refreshing or modifying this API key may break or interrupt integrations that use this key. For more information, see Umbrella's Help.

API Key Name

@{E%":o) % ﬁﬁ%éﬁfﬁ \H.I REPORT-API I

®“Read-Only"%:&1{R

Key Scope 1 selected REMOVE ALL
Select the appropriate access scopes to define what this API key can do.
Scope
O Admin 3> <7
Reports Read-Only VvV X
“ ” S
(B)Reports"ZE1R
O Auth 1>
[ Deployments 1 >
O Policies 3>

Key Scope: o>
£ L=API KeyTE D L5743 1EHRE
WYIRSZENTEEMNIETE Expiry Date

@® Never expire

Scope: )
tE L 1-API KeyDHERR £:24R Oeekoon: | hn 26 2029
Expiry Date:

API K e BE “CREATE KEY”
eyo)ﬁ )] EBEE? E CANGEL m @ IJ\yb &7

alraln
cisco S EC U RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29
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API| Key/Secretz AERTEE TR TF

Copy the API key and secret and use them to authenticate APl requests. This secret is only displayed once. Click Refresh to generate a new key and secret.
For more information, see Umbrella's Help.

API Key Key Secret

Copy the Key Secret. For security reasons, it is only displ nce. If lost, it cannot be retrieved. ACCEPT AND CLOSE

®“API Key” “Key Secret” DEZE A EIRITE TIRTE

=L IRME—ELOMRTSNGVRITEE
1 LEACLTLE-T-15EIE"REFRESH THEEM T N ILOK

‘asco SECURE
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BotMD1ERK

Webex for DevelopersR—< (T E2URL) 5. LT D RZ TBotZ:E N
https://developer.webex.com/my-apps/new/bot

webex for Developers

Documentation Blog Support Resources v

[EE]
“Bot username” (XL T —BE TH D b
ENHY. BEROI—FLEZITADT

AITY, if.1ﬂf.¥5ﬁ%ﬁﬁl:$é
SpaceERLIDERED S R HTK
Bz TEELZE

Bot name:

Webex £ TR % %Bot® & &l (B ARZET])
Bot username:

BotD1—H & (BNLEELT, EEAFA)
Icon:

Botd7 A, Elf&H A Xh g
512x512px THHILEHY

App Hub Description:

BotZApp Hub TR %15 & DERBAX

.CISICOI SECURE © 2022 Cisco and/c

New Bot

Bot name*
Name of your bot as it will
appear in Webex.

Bot username*

The username users will use to
add your bot to a space.
Cannot be changed later.

Icon*

Upload your own or select from
our defaults. Must be exactly
512x512px in JPEG or PNG
format.

App Hub
Description*

What does your app do, how
does it benefit users, how do
users get started? Does your
app require a non-Webex
account? If your app is not free
or has additional features for
paid users, please note that and
link to pricing information. 1024
character limit.

KLFEBDRAMETFFTELELS
(CHLNHBEAFER)

I SecureX_Umbrella_Demo

[ @D Bot nameZ{EE DA HIIZKE

I [ SecureX_Umbrella_Demo

@webex.bot II< @ Bot Usemameé—?ﬁ'ﬁ

© SecureX_Umbrella_Demo@webex.bot is available

KLFTEBDRAMZETFTELELD

©

Edit

f = =@

SecureX Umbrella Demo Bot

Supported markdown

@ Icon. App Hub Description &2 A

1475 characters remainin: 9

sccept the Terms of Service and Privacy Statement

Cancel @ “Add Bot"&#%51)v% 2


https://developer.webex.com/my-apps/new/bot

Bot access tokenEl 1%

Congratulations! &+
SecureX_Umbrella_Demo is one step closer to becoming
a reality.

-Bot tok A EMRIZ
SecureX_Umbrella_Demo ® H AEh-Bot access tokenZ A EMRIZIRTE

(STEP6THIA)
Next Step: Use your Bot Access Token to set up your webhook and finish
building your bot.

Bot access token I ZDVKNzFmNzUtZDEzZS00MWMyLTgSODQIMWUSZDRmNzg10G Copy Token
Non-expiring (good for 100
years) access token for your Tip: Save this token!

bot. Save this token to set up
your webhook.

Bot access tokenld—ELMNRREINEVNRITEE
HLEALTLE--15 & [X"Regenerate Access Token” Mo B EERL T M IZOK

‘dsth’ SECURE



Space D YE Rk

Webex TRAIMYT OS54 T b bSpaceZ{ERK

Q Searc!
Create a space
® ayn 75\6 O Send a direct message Start a group conversation with others. @ ﬁ'::'ﬂé:o)space% ( El Z'KE'EE.I-)
;gel)ateoa SpaCe” Create a space SecureX_Umbrella_Demo_Space{ @ P32M r@BOt username | %
Y

Explore public spaces Q SecureX_Umbrella_Demo@webex.bot ERPN
(alz&mlr-La—HhLvh(E
RERFE)

i Make a call

Add a contact

® Schedule a meeting i \/\5

Start a meeting

Make this space public Close @ “Create’®2'1)v%

Anyone in your organization can
find and join a public space.

Make this space public:
BLAEBARDI—NIDAR—RERETE
B&INTTBBZEICFIVITS

ek’



SpacelDD EXi=

TEEURLMSBotZEBIMLE-AR—ZADIdEREL TAERGEICRE

Rooms Do Example Fﬁ%%ﬁiwebex Aplé*ﬁéﬁﬁﬁﬁ—c\%i&[:*”
e —— R ATELY—IL,
—r—— o(:ert;e}sznf) the room for 1:1 rooms will be the display name of the T—-T:L/:o)/\o— ~§—C%ﬁﬁbf—m§[i%i* ( :E,

Get Room Detalls

By default, lists rooms to which the authenticated user belongs.
Long result sets will be split into pages:

Known Limitations: The underlying database does not support natural
sorting by lastactivity and will only sort on limited set of results,
which are pulled from the database in order of roomId . For users or

Header

COURLIZDWNT:

EELETDOT)Y—RADEIREGEISEE,

CCTCldSpaceDIDZFEFL =L f=H"Rooms”
D“List Rooms” &LV )Y — AN L IEEHREETF .
(WebexIZ# L TSpacebRoom (X ETY)

bots in more than 3000 spaces this can result in anomalies such as Altha o
Update a Room spaces that have had recent activity not being returned in the results token

[ cer ]
R S Room Meetna
[ pur ]

when sorting by lastacivity .

0 oetete a Room Bearer
33 /v1/rooms

SCIM2-Group
Security Audit Events
Session Types

Site

Space Classifications
Team Memberships
Teams

Tracking Codes
Video Mesh

Webex Calling Detailed Call
History

Webex Calling Device
Settings

Webex Calling Organization
Setting with Modify

Webex Calling Organization
Settinas
CiIscC

Query Parameters A

teamId
string
List rooms associated with a team, by ID. Cannot be set in

with orgPublicsp:

type
string
List rooms by type. Cannot be set in combination with
orgPublicSpaces.

Possible values: direct, group

orgPublicSpaces
boolean

Shows the org's public spaces joined and unjoined. When set

the result list is sorted by the madePublic timestamp.

from
string
Filters rooms, that were made public after this time. See

madePublic timestamp

Query Parameters

teamid

ype

orgPublic

lastactivity

Header:

CDY—I)VATEZSRIEAZRDAREEN—

7\/0

EREBETEEREZF OV HEOTRYEKLY

[SEE.

Query Parameters:
MR REM G E A IEE AR,

“created” 3, L<IZ “lastactivity” 21§35 &
THEBEBRLEAR—ZAN EEZIZR TSNS

(FF23av)

® “Run” &9Y)v%


https://developer.webex.com/docs/api/v1/rooms/list-rooms

SpacelDD EXi=

Request

ZMid(SpacelD)&F A EMREE IZIRTF
(STEP6TH|A)

AIR—C DEITH/ED R M
5. "title” M S FEE>7=Botd Space
LEFEL. TDLEDIdEAE
MKRICE-TIE—FLIZRTRS
NGEWATRERLHYET,

asco SECURE




SecureX

) —- 70— F %
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7J—49 JA—2A&K

Step1:
—a + Account Key D & £%
. Umbrella®APIZ LT >3+ JLEAccount Key& L TSecure X EIZ& §%
Step2:
ST Target® & £%

D—970—THEAT S TiEDTargetE & &k
1.  Umbrella ®API®D Access Token{E
2. Umbrella ®Report APIA

3. Webex Teams~D*yt—IRAMA

- Get Token

& ATOMIC
Ste p 3 Umbrella - Reporting v2

— Step3:
Umbrella Reporting APIM 51 % BXIF I 5= DAccess TokenHiF

ATOMIC

Ste p4| Umbrella - Reporting v2

- Get Activity

— Step4:

Step3 TH#F L 7=Access Token % FiL TUmbrella Reporting APIM5< )L
DIT7ERELTVS Y —/N\—0T LIz TITREEL TS5V D H S Web H
AT ORALIZA R MEREEG

S 5 PYTHON
t e p GET_Domain&IP

& ATOMIC

Ste p 6 I Webex - Post Message

to Room

" Step5:

Stepd TIELIZBERMNOIIL DT ERBL TS Y —/N\—0T)L I 7 IR
FLTVS Web YA THAIRNDHAIRAN VB EFDRA T IEALT:
IP7 KL A%Python ScriptZ{# AL Tt

i

™ Step6:
Step5THiHH LT-15#%ZWebex teamsD AR—X[ZR A

i
CIscoO = T~




Step1 FH1#E(E THFL=Umbrella®
APIUL T2+ )LZAccount
KeyO) ﬁﬁi Key&L TSecure X E(Z& %9 %

1
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Umbrella®APIY LT > < v JLZAccount Key& L T

"New Account Key’misUmbrellafMAPI CredentialZ 2 &% T i

QT EDFEHREAN

.lclllsléloh SecureX Dashboard  Integration Modules ~ Orchestration  Insights ~ Administration o - eI LGy W

<«— Account Key Type:

HTTP Basic Authentication

1. Account Keys @’New Account Key"#%41)v% HTTP Basic Authentication

New Account Key Display Name

EE DA ex. “Umbrella_Key”

= = QsSearch \An_’l /Display Name:

Display name Status Owner Last modified + Actions

Umbrella_key
:;n;;rs;lla_crec:h - Valid S?r:tsumuupamp@clsco» 2022/9/2 14:36:38 ) Xgle;]ame
asic Authentication g —
AMP -
:wp_sc redin:?s‘ " Siezteg gmarsumupamp@CISCo 2022310 15:10:05 Credentials 5 ’
asic Authentication B
asswora:
Username S, .
CTR\Credentials Created dmatsumu+jpamp@cisco. 2022/3/10 15:10:05 abodefghiiimnoparstu ® API 4 7'-/‘/"
Password
..... d . 0 .
Authentication Option:
“ » ; - -
D“Account Keys"&4')v% < fu

[ oes
@"“Submit’E9')vH

asco SECURE



J—0JO0—THEATHTEED

Targetz=& %9 %

Umbrella M API® Access Token
Step?2 VERL R

Target® & &x Umbrella ®Report API R
Webex Teams~ D *yt—I7R

ALH

1
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Target& %1 Umbrella M API Access TokenFE 1T FE

B it Umbreta_Token

QT ERDIFE/REAN

Targetsh b Access TokenFEITHDURLZETarget&EL TE %, Tmt— T:;Qre; g‘;‘; J——

dtlual. SecureX Dashboard  Integration Modules ~ Orchestration  Insights  Administration Qo v DISplay Name:

cisco Untonta_toaen
EED4H ex. “Umbrella_Token”
Targets

T

@“Target'&41) vy
No Account Keys:
False

Targeéts Target Groups @“New Target”’&?')“/?

«—
B / Default Account Keys:
o 3 Step1THERLL=Account KeyZ:&iR
Y w Target | § “Umbrella_Key”

Display name 4+ Create... Status Owner Actions
% AMP_Target 5022/3/1 vaid dmatsumu+jpamp@cisco.co PrOtOCOI:

HTTP Endpoint 15:10:08 m HTTPS
ke = HOST/IP Address:

CTIA_Target 3022/3/1 Valid dmatsumu+jpamp@cisco.co apl .Umbrel |a.Com

HTTP Endpoint 15:10:11 m Caragement aps umasts con 4———
@ Port:

3
e —— “Disable server certificate validation”

“Ignore Proxy’ %A h1t

‘ases’ SECURE
@submitEsyy_—» =]

|



(ZZ&)Umbrella APID 7o A b= 22DV T

Umbrella API (%, 220 REST /22— A A= L. OAuth 2.0 9547k
HLToox)L JA—EFHER—k

APIZF BT B5=6H1Z1%. Umbrella # v aR—K M5 EEL=Umbrella APl &#&
FEEFEALTAPI 7ORRN—I FE T HILELHD

SHELLRZZ D7 It AR—S2Request

CCCCC


https://developer.cisco.com/docs/cloud-security/

Target& %2 Umbrella Reporting APIFE

Edit Umbrella_Report x

Targetst™bUmbrella Reporting APIRMURLETargeté LT @FENIEREAS
Tk B Target Type
= o

o \ “HTTP Endpoint” %8R
-3 argets i neral
2 Target'& %)

= m® HaetEr @"New Target'& ') 7 = Display Name:

— \ — — EE. D4 HI ex. Umbrella_Report

okt oo (om

- T No Account Keys:
o Ao ey © / True
2208 134527 Vakd RAYal 0 Troe

it racgseacaco con

.uom.,,lgl.

Protocol:
< HTTPS

https://developer.cisco.com/docs/cloud-security/#!reporting-v2-getting- ‘_“"‘*.“““"’“ \ HOST/Address:
started/base-uri / reports.api.umbrella.com

The Umbrella Reporting v2 APl begins with the following base URI: \ Port: %HOST/AddressD4—4"~URI

https://reports.api.umbrella.com/v2 B I£IL43 (:v?d?%ﬂ%ﬁliﬂig i
Disable server certificate validation
[ZFzvy

« enie ——— “Ignore Proxy" =B 31

@'submit'zovy — I:I

‘dsth’ SECURE


https://developer.cisco.com/docs/cloud-security/
https://developer.cisco.com/docs/cloud-security/

(3%) Umbrella MReporting APIIZ DUV T

. Umbrella Reporting APl #{#fR 4 % &, UmbrellamBn & LFE—kic7as
TLTT7ERAST DI ENAIEE

- APIDEF#IZZ B o

- SHELL ScriptTiaZ 7 HE D Activity L R — b #EUS 3 24

n ——location-trusted \

GET

CCCCC



Bots

Integrations and
Authorization

Webhooks

Buttons and Cards
Reference
Attachment Actions
Events
Memberships
Messages

List Messages

vet Messages

[ oeT ]
[ oeT ]
BT st 0 Message
EEEED et vessage Denais
EEX50 peete a Message

Messages with Edit

Create a Message

Post a plain text or rich 1oxt message, and optionally, a 1
attachment, to a room.

The files parameter is an array, which accepts multiple values to allow

for future expansion, but currently only one file may be included with the
message. File previews are only rendered for attachments of 1MB or less.

Header

Body Parameters A
roomId

The room 1D of the message

parentld

The parent message to reply to.

toPersonId

The person ID of the recipient when sending a private 1:1

message

toPersontmail

The emall address of the reciplent when sending a private 1:1

message

Bearer

) Webex Message API[ZDULNT



https://developer.webex.com/docs/api/v1/messages

Step3:
Umbrella Reporting APIMS1EIREERE T H1=6H D
Access TokenE 1%

Step4:

Step3THUF L =Access Token Z{# AL TUmbrella
Reporting APIM LR IILI 7 H#RHFEL TS T —/\—O7

Ste p3 ~ Ste p6 ﬁ’f?jZSﬁéﬁégH;}giiuw&é Web #A hAFHER

J—570—0kH [

Stepd TIEBLIERM DT ILY T FERBLTND Y —
IN—OTZILITTICREELTLNS Web HARTHBIELD
BDAERAA B EFDRANZTHEALIZIPPRL R %
Python ScriptZ{# L Tl

Stepb6:
Step5THIH L1 #Webex teamsD AR—R[ZRZA

.CISCO S E C U R E © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia




7J—49 JA—2A&K

— Q +  oa

START

_ Step3:
Umbrella Reporting APIN S 1E#HRZEG T 5= DAccess TokenERiF

ATOMIC

Ste p 3| Umbrella - Reporting v2

- Get Token

| Step4:

S 4 Step3 TH#F L 7=Access Token % FiL TUmbrella Reporting APIM5< )L
tep I Umbrsle - Reporing 2 HITERBLTND Y —/A— 0T L7 ITBEELTOSELDHS Web

AT OEALF=A RNV MERERG

Stepb5:

Stepd TIELIZBERMNOTIL DI TERBL TS Y —/N\—0T )L T IR
FL TS Web YA THREEVDHIRANVBEFDRAUIZT I ALT=
IP7 KL A%Python ScriptZ{# AL Tt

S 5 PYTHON
t e p GET_Domain&IP

& ATOMIC

Ste p 6 I Webex - Post Message

to Room

— Step6:
Step5THiHE LT-15#%EWebex teamsD AR—X[ZR A+

i
CIscoO = T~




START

Umbrella - Reporting v2
- Get Token

Umbrella - Reporting v2
- Get Activity

Step3

GET_Domain&IP

Access TokenEUiE

Webex - Post Message
to Room

END

i
cisco S E C U RE © 2022 Cisco and/or its affiliates. All rights ved. Cisco Confidential




v
cisco

©

O B % =

» O

7 —2 27 0—{ERk DB

D“Workflow’#%51)v%

SgcureX Dashboard  Integration A Orct i ig

SecureX Orchestration

My Workflows Runs & System Monitor My Exchange
All Workflows (6) v  Atomics (176) Recents Favorites (0)
Umbrella_GET_REPORT Take Forensic Snapshot and Isolate
na
§ UPDATED "

alraln
cisco

SECURE

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

(7] | Admin v

@“New Workflow’&#%2"')w%

<) Import Workflow New Workflow
Y Type to search workflows by name ==B

Move Computer to Triage Group

naogaw

50



ActivitiesH i5”Umbrella — Reporting v2 — Get Token” Z
EIR

SecureX-TEST at6:44:39 | Validate | [ viewruns | [IEEH ﬁ X

Q Search activities

- Remove Record from
Destination List

Umbrella - Reporting -
Get Security Activity
Report

Umbrella - Reporting v2
- Get Activity

Umbrella - Reporting v2
- Get Categories

Umbrella - Reporting v2
- Get Token

- Get Top Intemal IPs

Umbrella - Reporting v2
- Get Top Threats

— - Get Token"%Drag&Drop

Drag activity here

T

@ I'CISCO UMBRELLAEZ T J”Umbrella — Reporting v2

SecureX-TEST

Version

Git Repository

Git Version

ns Available

General ®EE:-%:0)'7—77|:|—%§EE§

Dreriay TCOMe
SecureX-TEST

Description

[0 Clean up after successful execution

Group Name ©



Activity|ZTarget|&E# & A 77

@Validatez ') o

SecureX-TEST Modified: 20233524 3t 6:44:39 [ Validate | View Runs |
Q Search activities X PROPERTIES: UMBRELLA - REPORTING V2 - GET TOKEN
= T oA Umbrella - Reporting V2 - Get Token
NTTTIRI AN RR e 20
Get Destination List Entries HTTP Endpoint
Umbrella - Management - No target

1 . 1 START
Get Destination Lists

Execute on this target (1)"Override workflow target”ZZRL .
Use workflow target Step2'C‘1’FﬁJZL7": Mo 1ER A @Target’éﬁ?ﬂ?‘é

Umbrella - Management -
Get Organizations 3 ATOMIC

Umbrella - Management -
Remove Record from
Destination List

Umbrella - Reporting - Get
Security Activity Report

Umbrella - Reporting v2 -
Get Activity

Umbrella - Reporting v2 -
Get Categories

Umbrella - Reporting v2 -
Get Token

Umbrella - Reporting v2 -
Get Top Internal IPs

Umbrella - Reporting v2 -
Get Top Threats

CISCO WEBEX

NATARAGE

Umbrella - Reporting v2

- Get Token

END

¢ Override workflow target

* Target
Umbrella_Token

Execute on this target group
Target Group

Use workflow target group

Override workflow target group criteria

Credentials

Account Key Type

Override account keys
Account Key Id

o Use target's default account keys

52



STEP3 E1T# &

aln
CIs

-é||ls-cl Ic;' SecureX Dashboard Integration Modules Orchestration Insights Administration

SecureX-TEST Run

Version 1.0.0

oA SecureX-TEST
Target

Target Type ©

START

Umbrella - Reporting v2
- Get Token

Target

9V) w93 BHEISONOutput#MBTE S,

END

RINRIS—LCRANTIERRBITE D,

Qutput

GDQQE’RFC@“B*

nstance Id

Start time

| Admin v~

RUN TIME

1.1s

Umbrella - Reporting V2 - Get Token

Error Message

JSON Output

0Py




START

Umbrella - Reporting v2
- Get Token

Umbrella - Reporting v2

Step4
N S i / GET_Domain&IP
AN MERIF

Webex - Post Message
to Room

END

i
cisco S E C U RE © 2022 Cisco and/or its affiliates. All rights ved. Cisco Confidential




ActivitiesH 15 “Umbrella — Reporting v2 — Get Activity”
ZER

SecureX-TEST ocited: 2023435248 at 7:01:59

Q Search activities X ROPER

= f oA SecureX-TEST

Umbrella -

Management -

Remove Record START
from Destination List

Version

Git Repository

©

Umbrella -

Reporting - Get

Security Activity Umbrella - Reporting v2
Repornt - Get Token

s Avallable

Umbrella - 4 General
Reporting v2 - Get

Activity Display Name
SecureX-TEST

Umbrella -
Reporting v2 - Owner
Categories

Umbrella - Description
S FCISCO UMBRELLAEZ T J”Umbrella — Reporting
Sy v2 — Get Activity”*"END”_ £ ® © ~Drag&Drop
R;npoveli:gVZ-Gel XDrag&DrOp?’%fﬁs iﬁ"i 3 > ¢ IS

Top Internal IPs
[ Clean up after successful execution
Umbrella -
Reporting v2 - Get
Top Threats

Failod runs will not be deleted

EBEX
O s atomic workflow @

cisco SECl _ ~.



Get Activity[Z RTINS A —42 ZANT B

SecureX-TEST Modified: 202343/3245 at 11:09:26 [ Validate | ERTIES: UMBRELLA - REPORTING V2 - GF viry
Umbrella - Reporting V2 - Get Activity
Q, Search activities X ROPE UMBR F ET
~ - ) J 14 U b T " = V2 G 2 1 WARNING Targel
- o mbrella - Reporting - Get Activity
AR =
Activity TypeZ$57E “ Target
v CORE “dns,, (IJ\I$_CEEA) Workflow * Target Type
o " vz t Activity HTTP Endpoint
Calculate Date NPUT
START *IN
Activity Type @ No target
Calculate Date Time = ok

dns * I Execute on this target Targetl:Stepz-G{’Fﬁ‘z L’T:

Difference =Wiid - B & = o s
R ERBFEBREDENHD vee wortow e R FMD TargetZ#4R

Convert Json to Xml Web"j"( I‘@Cﬁtegory |DE*EE‘E itional

{;u )66, 67 = MaIWare categories=66,67 »* . O:ev:d‘e workflow target
C rt Xmi to J = s —= . arge
onvert Xml to Json CIDDFEZR A EILP61 ,62(-53%) R Umbrella_Report
Escape Regex | = i now *
Metacharacters Execute on this target group
* Limit @ Brox;:\;a”r‘;;bles
Find String »
LAR— SR DR e Q sowch o
“SUAn “BE1BRE" DIEHRERG 0 * [—
e g g Activities > Umbrella - Reporting v2 - Get Token > Elapsed time (seconds)
ATONIC WORKFLOW
* Organization ID @ Env >
Match Regex — * . End time
. . IO >
Umbrellad Organization ID% A 7 -
= s —_= > * A Tok Workflow
(*IDO R 3 (ZP60IZFE#) oens oen )
_ [Sactivity.Umbrella - Reporting v2 - Get ® ccemnded
Replace String Token.output.Access TokenS) 4 BORENS
.. - % / Expires in
159 SUmbrella Activity D #-2 D13y From Time ©

. hEHEE

Access Token
SECUFE STRING

-1days | 7')voL7T. Umbrella Get Token®Access I
TokenZ:#1R




EITHER

SecureX-TEST

(DValidatex ") w4 Q=1THESR
View Runs m {} X

Q Search activities X OPERTIES: UMBRELLA - REPORTING ACTIVITY
= ' oA Umbrella - Reporting V2 - Get Actwnty
oo Target
Calculate Date * Targe
START Target
* Target Type
Calculate Date Time HTTP Endpoint
Difference l
No target
Convert Json to Xml Umbrella - Reporting v2
- Get Token Execute on this target

Convert Xml to Json
Use workflow target

Escape Regex & ATOMIC ® Override workflow target

Metacharacters Umbrella - Reporting v2 * Target

- Get Activity Umbrella_Report
Find String

Execute on this target group

Format Date Target Group

END
JSONPath Query
5 efl 2
Match Regex Use workflow target group
Override workflow target group criteria
Parse Date
Replace String
Credentials
Set Variables Account Key Type
Sleep
Spilit String ® Use target's default account keys
alah
cisco Override account keys

Substring Account Key id



Step4 : EITHEER

SecureX-TEST Run success

Version 1.0.0

200

START

f ATOMIC

Umbrella - Reporting v2
- Get Token

& ATOMIC

Umbrella - Reporting v2 |

- Get Activity

END "resp)
01 “start_time": "2023-03-24702:51:42.1432",
o1 “started by": ",

el “succeeded”: true

0’@@?*’@“&-
|
Jo)

9w $BEISONOutput 2B TE 3,

PROPERTIES: UMBRELLA - REPORTING V2 - GET ACTIVITY

oA Umbrella - Red {

RUN TIME

25s

Modiy | [»]

JSON Output H 71451

"output”: {
“error": {
“code": "200",
“"message": "success"

Error Message X

<snip>

“{(¥"meta¥":{},¥"data¥":({¥"returncode¥™:0,¥"externalip¥":¥"113.x.x.x¥", ¥"allapplications¥":(] ¥"date¥":¥"2023-03-

23¥" ¥"internalip¥":¥"192.168.0.17¥" ¥"time¥":¥"08:42:43¥" ¥"querytype¥" - ¥" AAAAX" ¥ policycategories¥":[{¥"Id¥":67 ¥"type¥™:¥"security¥",¥"lab
el¥™:x"Mal " %" ¥":false,¥"depr d¥™:false}], ¥ type¥":¥"dns¥" ¥"categories¥":[{¥"id¥":67,¥"type¥":¥"security¥" ¥"label¥":¥"Mal
ware¥" ¥"integration¥":false,¥"deprecated¥" false}, {¥"id¥":113,¥"type¥":¥"content¥", ¥"label¥™:¥"ComputerSecurity¥" ¥"integration¥™:false,¥"depr
ecated¥" false}], ¥"verdict¥":¥"blocked¥" ¥"device¥":(¥"id¥":null}, ¥"domain¥":¥"examplemalwaredomain.com¥",¥"timestamp¥™:1679560963000,¥"
blockedapplications’ ":I],Y‘allowedaggllcations\":[l,¥"identities¥":[{Y‘id¥‘:6032mot,¥“type!":(¥"Id¥':9,¥'type¥‘:¥"roamlns¥',¥"Iabel!":l"Roaming
Computers¥"},¥"label¥":¥"NAOGAWA-M-

JSON Output 20TF¥", ¥ deleted¥":false}] ¥"threats¥™:(]},{(¥"returncode¥":0,¥"externalip¥":¥"113.x.x.x¥",¥"allapplications¥": (], ¥"date¥":¥"2023-03-

23¥" ¥"internalip¥":¥"192.168.0.17¥" ¥"time¥":¥"08:42:43¥" ¥"querytype¥":¥"AAAAY" ¥ policycategories¥":[{¥"id¥":67,¥"type¥™:¥"security¥™,¥"lab
el¥":¥"Malware¥" ¥"integration¥™:false ¥"deprecated¥™:false}], ¥"type¥":¥"dns¥",¥"categories¥":[{¥"id¥":67,¥"type¥™:¥"security¥",¥"label¥":¥"Mal
ware¥", ¥"integration¥":false,¥"deprecated¥" false},{¥"id¥":113,¥"type¥":¥"content¥", ¥"label¥":¥"Computer

Security¥",¥"integration¥":false, ¥"deprecated¥" :false}], ¥"verdict¥":¥"blocked¥" ¥"device¥":(¥"id¥":null},¥"domain¥":¥"www.examplemalwaredom
ain.com¥" ¥ timestamp¥™:1679556153000,¥"blockedapplications¥™:[],¥"allowedapplications¥":[], ¥"identities¥™:[{¥"id¥":6032xxx, ¥"type¥":(¥"id¥":9
N type¥™:¥ ing¥" ¥ label¥":¥", ing C s¥"},¥"label¥":¥"NAOGAWA-M-20TF¥" ¥"deleted¥" false}) ¥"threats¥":(}}]}",

e “elapsed_time": 1.235078374,

“end_time": “2023-03-24702:51:43.3792",
"instance id": "xxx",

OOy U IO T T T I TN T T AN SURTL UGS ST T

succeeded™ :

e

58



%)
Umbrella® Activity API[ZD UV T

. https://developer.cisco.com/docs/cloud-security/#!activity-all

Documentation > Cloud Security AP

Documentation > Cloud Security API

: _ offset | nur
Activity (all) e

Operation Id: ge

Documentation > Cloud Security API

s an index info the collection identityids | string

st of identity 1D

n from the col

within the timeframe The maximum numi

Description: [

st of identily type

domains | surir

A domain name or comma~¢

nain name. applicationid | sting

Request Parameters

Path

st of verdict string.

estinations 2 fing
Py organizationid " | number categories | string
Top Categories

A category ID or comma-del

Top Event Types The organization 1D

Top DNS query types A firew

Query

policycategories | string

vy ID

Aca

%!

nant Stat

securityoverridden | boolean

to "
ymant Status ports | string

A times O re

Specify whether to filte

on requests that ove

A port number or comma-delmited list of ¢

afic_...._ .

number.

Filter for data that &



https://developer.cisco.com/docs/cloud-security/

(ZZ&)Umbrella®organization

Procedure

1. Cisco Umbrellalc A% > U % ¥ (https://dashboard.umbrella.com),

2. FES =3y A2 —HDETFHIY NEZERU. IEUWCisco Umbrella®?y ¥ 2 /R—RICOJ4 Y LTWS T 2 BABLE
Fo HBRIEETHIY MEDTICRRENET,
P EATEBMOERBIEILUTICURANEINTWET, ZOMOMER.

Admin

@ Michael

SEE ACCOUNT SIGN OUT

Cisco Systems Inc

Globex Corporation

umbrella-support@cisco.com

Click Here

JLELWTYYaR—RICAYZA Y Licb. 7 RLAN—DOURLEZREZEL T,
https://dashboard.umbrella.com/o/<x0rgID*>/#/<kpagex> . <OrglD> represents your unique Umbrella Org ID.

< C @ nutps:/dashboard.umbrella.com/qf1234567/} foverview »

Cisco Umbrella

alal R (o
© i Overview PRI

Overview

IDDIEEAEIZDUNT

. https://docs.umbrella.com/deploym
ent-umbrella/docs/find-your-
organization-id



https://docs.umbrella.com/deployment-umbrella/docs/find-your-organization-id
https://docs.umbrella.com/deployment-umbrella/docs/find-your-organization-id
https://docs.umbrella.com/deployment-umbrella/docs/find-your-organization-id

(5%)
Umbrella® Category IDIZDULVT

X FAUT o ATTVIZONT
- Umbrella (CIg~ b 2 7 E 8EEOLF 1 UT 4 AT TUNBEINT
BY,. B40hHTaIV 270y 7T EDER)—DOFRTHRETZTET,
- https://community.cisco.com/tb/tkb-tF¥ 2V 7 1-FF a2 X k
/umbrella-&tF* 2V 7 14-A7 3 ORE/ta-p/3222902#toc-hld-
378582300

. https://docs.umbrella.com/deployment-umbrella/docs/dns-security-
categories

. Category ID |ZAPITEXS RI&E
. https://developer.cisco.com/docs/cloud-security/#!get-categories

alraln
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(%) )
Umbrellad) Category IDERIS A% (G£#H)

1. ZBHbDEEEE or P43 S ZE (Z"Access Token” & ViS5
. https://community.cisco.com/t5/-/-/ta-p/4684042

2. curlTHNIFLLTD 7 +—< v k CEVE R EE

curl --location --location-trusted ¥

--request GET --url 'https://reports.api.umbrella.com/v2/organizations/<<org id>>/categories' ¥
-H 'Authorization: Bearer <<access token>>' ¥

-H 'Content-Type: application/json’

3.  postman TH (X

No Environment

https://reports.api.um a %@Iﬁﬁ@org IdEA jj
GET https://reports,api,urnbrella.com/vZ/organizanor\ategones Params Save
itho! ( Headers (1) req Cookies Code
° Authorization I Bearer eyJhbGciOi)SUzI1NilsImtpZCl6ljcyNmISMGUzLWQ1MjYtNGMzZS1 I Bulk Edit Presets

"Headers” " Authorization” %" Bearer <<access token>>" D TA 71
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Stepd
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i
cisco

SECURE
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START

Umbrella - Reporting v2
- Get Token

Umbrella - Reporting v2
- Get Activity

GET_Domain&IP

Webex - Post Message
to Room

END




Activities ) © "Execute Python Script” % 121k

SecureX-TEST

- Get Top Internal IPs

Umbrella - Reporting v2
- Get Top Threats

Execute Python Script

ol » wes serv

csc_ S —

oA

START

©

Umbreila - Reporting v2
-~ Get Token

"Execute Python Script’Z"END” LD & ~
Drag&Drop

SecureX-TEST

Version

Git Repository

General
Display Name
SecureX-TEST

Owner

Description

[ Clean up after successful execution

O Is atomic workflow ©

Group Name @

64



Display NameZ A 73

- Q + 2A

START

&£ ATOMIC

Umbrella - Reporting v2
- Get Token

I

Umbrella - Reporting v2
- Get Activity

& ATOMIC

PYTHON

Get_Domain&IP

alraln
cisco S EC U RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

PROPERTIES: EXECUTE PYTHON SCRIPT

Get_Domain&IP

General

Display Name

1 WARNING

Get_Domain&IP

Description

Activity timeout (seconds)
180

[J Continue Workflow Execution On Failure

[ Skip activity execution

Display Name% A 51

65



TEEDPython AT V) T b % A

umb_data —° S umb_datalZVariablesAUmbrella Get Activity®Report DataZ5&iR .,
import json a UG WOF T30 x 2(")EAAE. TDREIZI$Report1E A 719 5 EFEIRATEE,
et o EE T ETSReport I DX FEITFA R, :It’\L'C%'hu?"Tu?"lj:.‘:l:."Cé’iﬁ/\;'
= Report Data h Script
response_report = json.loads(umb_data)
domainlist = []
iplist = []
import json
if len(response_ report["data"] 0:
message umb = "fﬂ:‘bf(f‘él:\ %ﬁ)él“}’f/l [i?bt;{btb\iﬁr& "y umb_data :“[$activ1ty.Umbrella - Reporting v2 - Get Activity.output.Report Data$] ‘,
else: response_rep :
message_umb = "ROFAMVIETBEHIFAMDAIEEENHYES , FE TS, "+ "¥n" o ELGERTEDECDKISLRTERRSND
for i, domain in enumerate(response_report["data"]): ‘:0’1“‘;;:11“ -
domainlist.append(response_report["data"][i]["domain"]) ’
iplist.append(response_report[“data"][i]["internalip"]) if len(response_report["data"]) ==
domainlist = list(set(domainlist)) message_umb = "RLLTLESN, REBBHDIRAMVICET /AL TOERA " + "\n"
9 5 " no . . else
domalnllSt_Str‘ = Str‘( ¥n -JOln(domalnllst)) message_umb = "RORASVIEEHIRA DRIEERDSHYET, TEB TS "+ "\n"

message_umb += domainlist_str 9
message_umb +="¥n"+ "RDIPEEEHIRAMVITEELTODARERABYET , EETEL, "+ e
nyp

iplist = list(set(iplist))
iplist_str = str("¥n".join(iplist))

message umb += iplist str —— o _o
g P ;;'\:t/\

print(message_umb)




CRIPT OUTPUT VARIABLES 7 & £

SecureX-TEST Modified. ¢ [ validate |

Q, Search activities X e o
] & Lt @validate'wyyy ST ORI

* Script to execute on target

*
Calculate Date domainlist
START iplist
Calculate Date Time l p ¢ o
i if len(response_report[“data
Difference messoge_umb BOLTLRESD, BABESDEFAAVICR7 2 ALTUERA Y
else
Convert Json to Xmi Umbrella - Reporting v2 messoge_umb xD K AIBBED A OTERYBVET 3 81
- Get Token for i, domain in enumerate(response_report|“data
Convert Xmi to Json domainlist . oppend(response_report|“data"][1]["d
l iplist. oppend(response_report[“data”][1 inter
domainlist t(set(domainlist
Escape Regex ATOM domainlist_str « str("\n".join(domainlist
Metacharacters Umbrella - Reporting v2 message_umb + dmramhst_s.tr.'1 i .
+="\n"+ "ROIPIBEH D KA VICRRLTLBTEENSY 2T E
- Get Activity messoge_umb IF H3F . TRETE NS :
Find Stri iplist t(set(iplist
"9 iplist_str = st n".join(iplist
messoge_umb += iplist_str
Format Date
JSONPath Query
Match Regex
END
Parse Date
x
Replace Strin
P ng message_umb I »
Set Variables Property Name
message_umb
Sleep
* Property Type ©
Split String @ SCRIPT OUTPUT VARIABLES Sting
—» no 2%
Z’message_umb"Z & £%

Substring




Step5 EITHEER

Iclllslélc; * SecureX Dashboard  Integration Modules  Orchestration Insights  Administration

SecureX-TEST Run sveer =&E&CWT " Modify"&91) w5 —_—

Version 1.0.0

oA GET_Domain&IP

Property Name

STARY

* Property Type @

String

Umbrella - Reporting v2
- Get Token

Qutput
Umbrella - Reporting v2 -
- Get Activity S S

End time
PYTHON
GET_Domain&IP

bb@@ﬁ’k?@n!}'

Elapsed time (seconds)

© Fujita | Admin v

RUN TIME

21s

Response body

Succeeded

CISCO S EC U RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

68



i
cisco

SECURE

© 2022 Cisco and/or its affiliates. All rights

ved. Cisco Confidential

START

Umbrella - Reporting v2
- Get Token

Umbrella - Reporting v2
- Get Activity

GET_Domain&IP

Webex - Post Message
to Room

END




Variables # &£

SecureX-TEST

oA SecureX-TEST

Growp Name @
Cakculate Dwe
START
Calcutate Date Time Category
Oifference
v
Convent Json 1o Xerd Urmibeetla - Raporting v2

o . X RiIStep TREZIZH LD Modify"Z491) LT
w— | WEWECHESDE@EIZESHLN-0FE

Urnibeotla - Raporing v2 ADO VARIASLE
- Get Acthviy A

Find String '|

Format Date R "ADD VARIABLE %41)w%

ADO TRIGOER

Convert Xmi %o Json

Escape Regex
Matacharactons

JSONPath Query

Match Regex

oo
Parse Date Target
rarge
Replace String Tweget Type @
Set Variables
.
Sheep
cget
Spit String L
Substring
Spe
To Lower

alraln
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thnl

ERE [ THE L F-Webex®Bot Access Token &

Secure String

SpacelD®D 2 D% Variables& L TE &k o ek

EA SecureX-TEST Modified: 202344 524 at 11:18:16 d | [ Commit | [ View Runs ™ X General D|Sp|ay Name%)\jj

Q Search activities X PROPERTIES Bot Access Token
Q4 oA SecureX-TEST
M ! Y Description
CORE
) = R K » s e
ot e Veriois Scopel&EE ZEH D=8 Static"Z:EIR
p— — — S— -
NAME TYPE SCOPE VALUE R D
Calculate Date Time * Scope
Difference Bot Access Token Secure String Static =~ e Fase Static
S— Value
Convert Json to Xml
»” ”» 1] 7 L3VzL1JPTOOVZDY |m
@ "ADD VARIABLE"%#%41) _ _ SMTASZDA2NKN ‘ ie]
Webex Room ID  String Static False

Convert Xml to Json

\ VrUsMiZORm? “Value” D#EIZP33THLF L 7=Bot
;s;a;:;:gzs £ ATOMIC ACCGSS TOken%)\jj Cancel

Umbrella - Reporting v2 + ADD VARIABLE

- Get Activity
Find String New Webex Room ID X
Format Date — Triggers Data Type
JSONPath Query sres String

Variable(Z 52D & 5% : \
peteh Resex 1. "ADD VARIABLE"#%')v% > Bot Access Token& % o Nameﬁkjj
Parse Date ﬁ% D\;::;/xN:;; D
2. "ADD VARIABLE"#%')v% > Space ID% %%
et varables XE @ L TlE"Webex Room IDEHYET A, AEH D s [ POt

, - g copeld MDT=&"Static”%1E
sieen SpacelD&FAEZ TS, PelSEIEEH ) EER

Split String Target

Select Statie

“ Scope |

Substring T

Specify target on workflow start
To Lower
Execute on this target group

il 2
asco SECURE "Value” DHEIZP37 THL 1S L 1=SpacelD%




Activitiesh 5 “Webex — Post Message to Room” %

IR

SecureX-TEST

- Get Top Internal iPs

Umbrela - Reporting v2
- Get Top Threats

WEBEX

Webex - Add Member to
Room

Webex - Create Room

Webex - Post Message
to Room

Webex - Search for
Room

Webex - Search for
Team

Webex - Send Message
10 User

START

©

Umbreila - Reporting v2
- Get Token

(+]

"Webex — Post Messages to Room”%"END”_L®
© ~Drag&Drop

S LULE LiDLU iU/ Ui i GG, A T iBiITs §UDUT VEU. CiblU LUiiiuliitidi

SecureX-TEST

Version

Git Repository

General

Display Name

SecureX-TEST

Owner

[ Clean up aher successiul execution

O Is atomic workflow ©

Group Name ©

72



Webex Teams ) Bot Access Token,
BAyt—HHTE

Modified: June 22, 2023 at 11:04:29 AM

Room ID. Postd"

SecureX-TEST

Q Search activities X

“

CORE

Calculate Date

Calculate Date Time
Difference

Convert Json to Xml
Convert Xml to Json

Escape Regex
Metacharacters

Find String
Format Date
JSONPath Query
Match Regex
Parse Date
Replace String
Set Variables
Sleep

Split String
Substring

To Lower

cisco SECUKRE

START

Yearmel D) RCcess TokenZZE4R
- I @Room ID%;ER
Umbrella - Reporting v@ Plaln Textt L_C 1

- Get Activity

Step5THE KL 1= H P1"message_umb“#:E1R

PYTHON

Get_Domain&IP

& ATOMIC

Webex - Post Message

to Room

@ TIHILNTEREHD
Webex TeamsMTarget 4R

2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

ROPERTIES: WEBEX - P MESSAGE TO ROOM

Webex - Post Message To Room
Workflow

* INPUT
Markdown Message @

[ Commit ] Em

* Access Token @

\ [$workflow.SecureX-TEST.static.Bot access token$]

*

*Room ID @

2099

[ [$workflow.SecureX-TEST.static Webex Room ID$]

Plain Text Message @

‘ [$activity.Get_Domain&amp;IP.output.Script

Queries.message_umb$]
—

Attachments @

Target

* Target
* Target Type

HTTP Endpoint

No target
Execute on this target

Use workflow target

Override workflow target
* Target

Webex Teams

*\‘

Browse Variables
Q Search variable

petties ’

Env > Output >

Global >

Bot Access Token
SECURE STRIN

Webex Room 1D

STRING

Browse Variables
Q Search variable

Actiies ’

Env > Output

Global >

>
Webex Room ID
RING

Browse Variables

Q Search variable

MIC WORKFLOW

_ il
V2 - Get Token 3 || Endume

e >
Siobai » | Umbrella-Reporting | Responsebody
Norkflow > Start time

oATE

Succeeded

DLEAN

Q) Pro Tip: Type $ in the form field to more quickly insert variable references.

message_umb)
RING

73

Cancel Save




Step6 RITHER

SecureX-TEST Run svccess

Version 1.0.0

S 0A
)
W& START
& ATOMIC
@ Umbrella - Reporting v2
- Get Token
@
& ATOMIC
E] Umbrella - Reporting v2
- Get Activity
) PYTHON

GET_Domain&IP

o

L ATOMIC

Webex - Post Message
to Room

-

CISCO. S E C U RE © 2022 Cisco and/or its affiliates. All rights re

RUN TIME

[wean ) 5] 5pe

PROPERTIES

SecureX-TEST

Version

Git Repository

Select

Git Version
No Versions Available

General

Display Name
SecureX-TEST

Owner

naogawa@cisco.com

Description

Clean up after successful execution

If checked, the workflow run and any underlying task(s) will be deleted when the run succeeds.
Failed runs will not be deleted.

erved. Cisco Confidential

& v SecureX-TE... 7

PUtE=8 21-—%—(2) avFvy Q

192.168.0.1/

Today

e SecureX 11:18

RO R XA VIEBRH B KX A > OAREMN S
D&ET, TERTEW.
www.examplemalwaredomain.com
ROIPEEREH S KA1V ICEELTWSAHE
HHBDET, TERTE L.

192.168.0.10

FLwXyt—

e SecureX 12:50

RO R XA VIEBRH B K XA > OAEEMDS
DET, TERTIW.
www.examplemalwaredomain.com
ROIPIFBEH S RXA VICEELTWSERE
MNBDET, TERTZW.

192.168.0.10

e SecureX 12:53

RO R XA VIEBREH D KX A > ORAEEML S
DET, TERTIW,
www.examplemalwaredomain.com
ROIPIFBEH S RXA VISEELTWSERE
HLNBDET, TERTEW.

192.168.0.10

w5 @

0 CTEOWMBBE Shift+Enter T

SecureX-TEST X v £—Y%&E<



4. Trigger




Trigger3 4 7

Trigger&lEERk L=WorkflowZ BEIRIIZHKEISE DX YT LR HETE
Trigger|Z[EX"Event”&"Schedule” D 2F& AN TFTE

Event
ARVKE, IR DDEFIOEHIEDTITAETATY  RESNT=SF
B I=SNDE, TEDARVIEN)A—ELTERTHIIRTOT—Y 70—
METINFT,
Orchestration > Events&Webhooks( [ )H 5 5% E AT 6

Schedule «—— AEHTIETELDHREDHEE
ARroa—)LIE, D—970—%RTIDHFEEERLETY . flIakfHE. EI1TMH
fR. 1BDERTEBZEET HENTEFET,
Orchestration > Schedule( [ )H 5 &% 7 v &

CCCCC



@

ZhERSchedulefE Rk

alrah
cisco

]

(]

&*

O]

! SeCUI’eX Dashboard Integration Modules Orchestration Insights Administration

Workflows

Runs

Targets

No Schedules found.

Account Keys

‘ New Schedule

Variables

Calendars

| @ Schedules

cisco S E C U RE © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Orchestration > Schedules > New

ScheduleZ7!)w%

77



#hFHScheduleZk 7E

New Umbrella_Report_Schedule X

Select Type

Generic Schedule

General

Display Name
Umbrella_Report_Schedule

Description

Daily umbrella report

Schedule

* Calendar

Daily

* Timezone

(UTC+09:00) Osaka, Sapporo, Tokyo

* Start Time

~ <}
<
<
Z
v]
<
vV <&
<

10:00 AM © <

The start time is before the current time. This schedule will run when the start time occurs next.

* Number of runs per day

TIME(S) | 1

Time Interval (Run Every)

HRS  Q MIN O

Generic ScheduleZ#iR

EE D 4HI ex. Umbrella_Report_Schedule

Christmas
Daly

Easter (US)

Every Friday

Every Monday

Every Saturday

Every Sunday

Every Thursday

Every Tuesday N o s =

e st BR.BER. 88 ARGERRGR TRITREEEE AT

+ ADD NEW

BALT—2

FIRERZEER (SEIZARELDT=6. EH10:00AMIZETDA A—D)

~ &
<

—

1EHEYDERTEEEAVF—/NIL, ERTIXAXRTIEIELRSTLVSA, BRT2EE.
FOBDA 2 —N)LE1 2B B A - VR E LTI RE



SZ) #FIRSchedulefERL

New Trigger X

Trigger

Name

New TriggerMR—I Mot HTiR
Schedule/E Rk A] 8E

* Type

ScheduleD T ILE &)y

[* Schedule

“+ADD NEW MR RINSDTY) vy

+ ADD NEW

Disable trigger

Triggers are enabled by default. You may want to disable a trigger for testing.

Cancel Save

‘asco SECURE



Schedule Trigger M E% 7€

SecureX-TEST Modified: May 22, 2023 at 5:38:27 PM Validated
Q_ Search activities X PROPERTIES
= —Q +  oa SecureX-TEST
, CISCO UMBRELLA Variables
(v2)
NAME TYPE SCOPE
START
» CISCO WEBEX Bot access token Secure String Static
» DATABASE
» EMAIL & ATOMIC
Umbrella - Reporting v2 Webex Room ID  String Static
> FILE OPERATIONS - Get Token
, GOOGLE CLOUD
PLATFORM + ADD VARIABLE
& ATOMIC
» KENNA Umbrella - Reporting v2
- Get Activity
» MERAKI . =1
Triggers ) _77 | _% T ]|
U ~
, MICROSOFT NAME TYPE
WINDOWS PYTHON

“PROPERTIES”EZ T D" Triggers”
+ADD TRIGGERZS1)w%

alraln
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HT R Triggers% €

New Trigger: SecureX_Umbrella X
Trigger
Name

SecureX_Umbrella < EEDAH] ex. SecureX_Umbrella
Description

4

* Type )

Schedule V < SCthU'e;&ig*R

* Schedule

Umbrella_Report_Schedule MER BIDAR—U THER L T-Schedule% &R

[ Disable trigger

Triggers are enabled by default. You may want to disable a trigger for testing.



Triggerz% TE fE e

SecureX-TEST

Variables

*****

Bot access token Secure String Static False

Webex Room ID  String Static . False

+ ADD VARIABLE

Tagers YERRIZRTh T A ESTATUS="Created” 7%V
PROPERTIES > TriggersIZ&®& RSN 5

+ ADD TRIGGER

il
cisco



Activity




FFH L f=ActivityD i BR

Umbrella - Reporting v2 - Get Token
Umbrella®TokenZGetd &71=8 M Activity TY ,

Umbrella - Reporting v2 - Get Activity
Lt EEDTokenZ{FE>T. Umbrella®Reporting ActivityZxGET9 S 1= D Activity TY

Webex - Post Message to Room
Webex Teams D 4FFE DROOMIZAYtE—U % POSTY S 1= D Activity T,

il
cisco



Umbrella - Reporting v2 - Get TokenMD H &

TTTTT

TokenZRequest
aEREEn N HTTPL R AHY200THNIX. TokenZ i
TITEE H,
aaaaaankis TokenD M IZFIIL =5 Access TokenZE
e MIZTokenZxtz vk

zzzzzzzzzzzzzzzzzzzz



Umbrella - Reporting v2 - Get TokenMD Z %

Umbrella - Reporting V2 - Get Token

Display Name
Umbrella - Reporting v2 - Get Token

Description

[ Continue Workflow Execution On Failure

[ Skip activity execution

Workflow

1 WARNING

Target

* Target

* Target Type
HTTP Endpoint

te on this ta

de workflow target

te on this targ
Group

roup

Use workflow t:

roup

Override workflow tar

roup criteria

Creden

Account Key Type

Use target's default account keys

Override account keys
Account K

. Target&Credentials|Z Bl iR
NEZAN

=
=

Lf-@v07



Umbrella - Reporting v2 - Get ActivityD f &

Set output variables

WAS AN ACTIVITY TYPE PROVIDED?

Prepend forward slash

Request entries

WAS THE REQUEST SUCCESSFUL?

NNNNNNNNNNNN

Activity Type DRt TEMNIL, URLIERKL
D1=/1%3EN

Reporting Endpoint/ZxfL T, Get Token THX
{1 =Access TokenZ~ANYAF [ZHEALT
Request

HTTPL RFR AH200THNIE, T k) —
7 GET

=5 [ZEntry CountZ i &Report DataZ#4(Z
Extvyk



orting v2 - Get Activity(D Z= %4

\\\\\\\\ - Reporting V2 - Get Activity

Display Name

Description

Umbrella - Rep

* Organization ID @

*

*

*

Target

* Target

nnnnnnnnnn

No target

Target

- INPUTIE BIZIEUmbrella

Activity ReportM o B4 L7=LY
T—3DINFGA—ZIFHEA
HNEXIETFEURLSER)

https://developer.cisco.com/d
ocs/cloud-
security/#!reporting-v2-
request-samples/request-
samples

- Target&Credentials| Z Al & TE

EZL-EULTRAETEAS



Webex - Post Message to Room®D 1 &

TTTTT

Webex POSTIZWAE ZZRoomId. TextZF D&
ZwebexObjectlZt vk

o Ayt—U NEEVG S [dFail

Webex® Access TokenZ~NvyA [ZHEAL T
e Ayt —S%EPOST

HTTPL AR A H200TH N IX . Message
= IDZ

Si5[ZResponse BodyZE #1&Message IDZEEK
[CEZtvE

tttttttttttttttttt



Webex - Post Message to Room®D £ £

Webex - Post Message To Room

aning| Jf Teroet

* Target
* Target Type
HTTP Endpoint

No target

Use
Ovel
* INPUT
Markd: e 0
redentials
A Token @ Account Key Typ
,,,,, ren
Use
Room ID @
Ovel
Acc
Plain Text Me: °
Attachments @
il

asco SECURE

- INPUTIE B [Z[XWebex
TeamsIZPOSTL7=LRoomld
o Ayt—  Access TokenZs
DIFEHREA S

- Target&CredentialsZ Bl &
&LI-EYEABTEAN



XA

START

Get Umbrella Token

Umbrella - ReportinJ V2
- Get Activity

WorkFlow®D s ®
Atomic ActivityD a0 A £
[ZH—YILZEF>TLK

‘dsth’ SECURE

. LT=AtomicsO R B DRRAE

START

Get Umbrella Token

TOMI Duplicate
Umbrell

- Get Ad Delete

View Atomic Workflow ‘

RRaht=..Z0)vo3 5
TIE YA —HRHETLADT,
View Atomic WorkflowZE iR



5. No Codefi



No Code CWorkflowZ &9 5

SecureX OrchestrationTld. PythonZ A9 &%, FHIZIGL-NED, 7—42
DIMLT/EEZITOEMAIEE

ARIETIL., Bk DFITPython TR L TLV-AEXNo Code TEET 26BN

CCCCC



PythonDALIB AN A

C m )
|

Reporting APITSHE L 145
ROEY AH

dataBc 5l D

NO

PythonDLERN BN EZT7O—Fv— b TCRIBTHEERHD

FIERBELGD

AREOHFITIE. ChSDUIEENO codeD K I E 2

ER#=-0
YES

Webex~ D/ A vt —
I TRHDLTLES
We = = ] ZITE

Webex~DFF/ A vt —
DIZTRORAAITE
EhHd- -] EEE

il
cisco



PythonZNo codelZE 2 %

START
& ATOMIC
Umbrella - Reporting v2
- Get Activity
P e
Umbrella - Reporting v2 — - O E— E— EE S T E— O Em o
- Get Token ORE

JSONPath Query

ATOMIC

Umbrella - Reporting v2 5¢ CONDITION BLOCK

- Get Activity
I_ byl e e e el el i PythOn%Bﬁ\%LOQICb >¢ DATA LENGTH EQ 0 >¢ DATA LENGTH NOT EQ 0
I 1 Core7IT4ET4TE# A
Get_Domain&IP
I I I Set Variables Set Variables

Webex - Post Message
to Room

Webex - Post Message
to Room

END

il
cisco



dataBCH D ERHM = I

J8—Fvy—hhOEHHIE THERI HdataBL 5| D ERHZEESE,
JSONPath QueryTl&. JSOND X FHZEZDFEFNIEAFEZLD T,
T—HADOIRYAH/MITLEBIERE,

Calculate Date
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