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Introduction

(124 Views)

The Cisco Identity Services Engine (ISE) is a next-generation identity and access control policy platform that enables enterprises to facilitate new business services,

enhance infrastructure security, enforce compliance, and streamline service operations. Its unique architecture allows enterprises to gather real-time contextual

information from networks, users, and devices to make proactive governance decisions by enforcing policy across the network infrastructure — wired, wireless, and

remote.

3rd Party Device (NAD) Support - customers can now deploy ISE services such as Profiling, Posture, Guest and BYOD (on top of the already-working 802.1x) with
Network Access Devices (NADs) manufactured by non-Cisco third party vendors. This includes support for standard CoA and URL Redirection with capabilities to
pass the client's MAC address within the redirection.
In ISE 2.1 we have added new functionalities:
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e Auth VLAN flow — for third party device which doesn’t support URL Redirection.
e SNMP CoA — for third party device which doesn’t support RADIUS CoA

What is Auth VLAN and how it works:

Auth VLAN is new way to do URL-Redirection for devices which not support dynamic or static URL-redirection.e.g. Ruckus WLC or Juniper EX switches.To support
that we added in ISE 2.1 new DHCP/DNS functionally.

The endpoint client sends DHCP request and ISE provides ip address with ip of DNS server ( which is ISE itself).
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Auth VLAN flow in ISE 2.1

Switch/WLC

Authentication
phase
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Pre-requirements to deployment the new features for ISE 2.1

2/6/2017 3:31 PM



Integration Between ISE2.1 and Ruckus 1200 Wireless -BYOD/Posture flows using Auth ... https://techzone.cisco.com/t5/tkb/articleprintpage/tkb-id/security _ise@tkb/article-id/708

4 of 29

DemD TOpOIOQy Data Center

"'l."'r"'

Ruckus 1200 WLC 7

Active Directory

I ©

21 Configuring the 3rd party (Optional- if it already configured):

2.1.1
212
213
214
215
2.1.6
217

Defining trunk VLAN between 3rd party device to uplink Aggregation/ Distribution switches

Defining DHCP Snooping/IP helper-address (to get IP address from DHCP server/ISE)

Defining VLANs (Management and Access as required)

Validating the L3 connectivity cross to Data Center

Defining RADIUS configurations (Dot1X, MAB)

Getting much information about Dynamic VLAN assignments format, ACL (Access control list) format, URL-Redirection that the device is using.
Change of authorization (CoA) format (Radius or SNMP) of that device is using
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3 Identity Services Engine 2.1 Configuration
3.1 Creating (Modifying) Ruckus NAD Profile in ISE (optional)

ISE has built-in Ruckus NAD profile for wired scenario. Customer may create the new NAD profile by duplicating the exist profile.

Step 1 Choose Administration > Network Resources > Network Device Profiles.
Step 2 Click Add or Duplicate(after selecting exist NAD profile).

Step 3 Modify the section requires

Step 4 Click Save.

"aseh’ Identity Services Engine Home » Context Visibility » Operations WA ~ Administration » Work Centers

b System  » Identity Management | ¥ MNetwork Resources | b Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

» Network Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

Network Device Profiles

’“ Edit r.lj}aAdd [bDupﬁcate @aImport @ Cisco Communities Import b Export Selected € Delete Selected

[ Name 4 | Description Vendor Source

| (5] AlcatelWired Profile for Alcatel switches Alcatel Cisco Provided
L] 7] ArubaWireless Profile for Aruba wireless network access devices Aruba Cisco Provided
[ (%) Brocadelired Profile for Brocade switches Brocade Cisco Provided
[k Cisco Generic profie for Cisco network access devices Cisco Cisco Provided
[ (3 HPWired Profile for HP switches HP Cisco Provided
| [Z] HPWired_SNMP_CoA Profile for HP switches with no RADIUS CoA HP Cisco Provided
[ 7 HPWireless Profile for HP wireless network access devices HP Cisco Provided
| [Z] HP_Auto HP User Defined
[ (7] MotorolaWireless Profile for Motorola wireless network access devices Matorola Cisco Provided
| [Z] JuniperEX Other User Defined
B RuckusWireless Profile for Ruckus wireless network access devices Ruckus Cisco Provided
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3.2 Adding 3rd Party Device in ISE (AAA client)

Step 1 Choose Administration > Network Resources > Network Devices.

Step 2 Click Add.

Step 3 Enter valid name (e.g. ‘Ruckus-1200-WLC’)

Step 4 Enter valid IP Address

Step 5 Select under Device Profile ‘RuckusWireless’ (default NAD profile is Cisco)
Step 6 Enter Shared Secret Under RADIUS Authentication Settings

Step 7 Click Submit to save your changes to the Cisco ISE system database.
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cisco |dentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System b ldentity Management | ~ Network Resources | b Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

v Network Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

e
Network Devices List > Ruckus-1200-WLC
Network devices Network Devices

Default Device

* Name |Ruckus-1200WLC |

Description | |

*IP Address: | 10.10.51.3 | 32 ]

* Device Profile iRuckusWireIess v B

Software Version |:|

* Network Device Group

Device Type | Al Device Types S || Set To Default |

Location |A|| Locations | | Set To Defaut |

« RADIUS Authentication Settings

Enable Authentication Settings

Protocol RADIUS

* Shared Secret |.... | | Show |

Enable KeyWrap [ ] &

* Key Encryption Key Show

* Message Authenticator Code Key Show
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3.3 Creating authorization Profiles for each flows

3.31 Create BYOD flow (NSP) authorization profile

Step 1 Choose Policy > Policy Elements > Results > Authorization > Authorization Profiles.

Step 2 Click Add.

Step 3 Enter valid name (e.g. ‘Ruckus-BYOD’)

Step 4 Select ‘ACCESS_ACCEPT’ in Access Type option

Step 5 Select under Network Device Profile ‘RuckusWireless’

Step 6 Add VLAN-ID under Common tasks in VLAN option

Step 7 Enable ‘Web Redirection (CWA, MDM, NSP, CPP) option and select ‘Native Supplicant Provisioning’ and portal ‘BYOD
Portal (default)’

Step 8 Click Submit to save your changes to the Cisco ISE system database to create an authorization profile.
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il | dentity Services Engine

Policy Sets  Profiling  Posture

Dictionanes  » Conditions

¢ Authentication

* Authorization

Authonzation Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

» Results

Home » Context Visibility » Operations » Administration » Work Centers

Client Provisioning =~ ~ Policy Elements

Authorization Profiles > Ruckus-BYOD
Authorization Profile

*Name |Ruckus-BYOD I

Description ‘

*Access Type | ACCESS_ACCEPT

Network Device Profile g RuckusWireless »

v Commeon Tasks

VLAN TaglD 1 | Edit Tag |ID/Name| 104

Web Redirection (CWA, MDM, NSP, CPP) '

Mative Supplicant Provisioning Value| BYOD Portal (defaul) v

¥ Advanced Attributes Settings

b | | .l

|Se|ect an item

¥ Attributes Details
Access Type = ACCESS_ACCEPT
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3.3.2 Create Posture flow (CPP) authorization profile

Step 1 Choose Policy > Policy Elements > Results > Authorization > Authorization Profiles.

Step 2 Click Add.

Step 3 Enter valid name (e.g. ‘Ruckus-Posture’)

Step 4 Select ‘ACCESS_ACCEPT’ in Access Type option

Step 5 Select under Network Device Profile ‘RuckusWireless’

Step 6 Add VLAN-ID under Common tasks in VLAN option

Step 7 Enab-le-‘erb Redirection (CWA, MDM, NSP, CPP)’ option and select ‘Client Provisioning (Posture)’ and portal ‘Client
Provisioning Portal (default)’

Step 8 Click Submit to save your changes to the Cisco ISE system database to create an authorization profile.
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cisco  ldentity Services Engine Home ¥ Context Visibility b Operations b Administration » Work Centers

Paolicy Sets  Profiing  Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  + Results

b Authentication Authorization Profile

Authorization Profiles > Ruckus-Posture

*Name | Ruckus-Posture |

 Authorization

Description ‘
Autharization Profiles R
Access Type | ACCESS_ACCEPT « |
Downloadable ACLs
) Profiling Network Device Profile g RuckusWireless » &
» Posture

» Client Provisioning v Coniliicn Tasks

VAN TaglD 1 | Edt Tag | ID/Name | 104

Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture) Value | Client Provisioning Portal (defaufﬂ

+ Advanced Attributes Settings

! | - | ot

|Select an ftem

v Attributes Details
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3.3.3 Create FullAccess authorization profile post Guest/BYOD/Posture

Step 1 Choose Policy > Policy Elements > Results > Authorization > Authorization Profiles.

Step 2 Click Add.

Step 3 Enter valid name (e.g. ‘Ruckus-FullAccess’)

Step 4 Select ‘ACCESS_ACCEPT’ in Access Type option

Step 5 Select under Network Device Profile ‘RuckusWireless’

Step 6 Add VLAN-ID under Common tasks in VLAN option

Step 7 Click Submit to save your changes to the Cisco ISE system database to create an authorization profile.

12 of 29 2/6/2017 3:31 PM



Integration Between ISE2.1 and Ruckus 1200 Wireless -BYOD/Posture flows using Auth ...

13 of 29

il | dentity Services Engine

Policy Sets  Prafiling

Dictionaries  » Conditions

» Authentication

* Authorization

Authorization Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

Home » Context Visibility » Operations ~ Paolicy » Administration

Client Provisioning =~ = Policy Elements

» Results

Authorization Profiles > Ruckus-FullAccess

Authorization Profile

" Name | Ruckus-FullAccess |

+ Work Centers
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Description ‘

*AccessType | ACCESS ACCEPT v

Network Device Profile i RuckusWireless = &

v Common Tasks

ACL i

VIAN  TaglD 1 | Edt Tag | IDName | 114

v Advanced Attributes Settings

st | | A

|Select an item
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3.4 Identity Services Engine 2.1 Authorization policy Configuration

3.41 Create authorization rule in policy sets

Step 1 Choose Policy > Policy Sets.
Step 2 Click the down arrow on the far-right and select either Insert New Rule Above or Insert New Rule Below.

Enter the rule name and select identity group, condition, attribute and permission for the authorization policy.

Not all attributes you select will include the “Equals,” “Not Equals,” “Matches,” “Starts with,” or “Not Starts with” operator
options.

The “Matches” operator supports and uses regular expressions (REGEX) not wildcards.

Step 4 Click Done.

Step 3

Step 5 Click Save to save your changes to the Cisco ISE system database and create this new authorization policy.
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¥ Confext Visibility » Operafions
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» Administrafion » Work Centers

Policy Sets | Frofiling  Posture  Client Provisioning  » Policy Elements

Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order,
[ Search policy names & descriptions. p] For Policy Export go to:Administration = System = Backup & Restore = Policy Export Page
Status Name Description Conditions
b [P X @ , _ ; _
ThirdPartyMetwark Wired_IMAE OR

[=| summary of Policies

Alist of all your policies

Global Exceptions

Wired_802.1X OR
Wireless_MAEB OR
Wireless_802.1x%

Rules across entire deployment » Authentication Policy

ThirdPartyNetwork

Default
Default Policy Set

+ Authorization Policy

» Exceptions (0)

Standard

Save Order Reset Ordey

Status  Rule Name
\Wireless Black List Default

Profiled Cisco [P Phones

B a

Profiled MNon Cisco IP Phon
s

MDM_Compliant

<]

Emplovee EAP-TLS

<]

Employee_Cnboarding

< <]

Wi-
Fi_Redirect_to_Guest Logi
n

Basic_Authenticated Acce
55

Default

15 0of 29

Conditions (identity groups and other conditions)

Blacklist /0 Wireless_Access
CiscoIP-Phone

MNon_Cisco_Profiled_Phones

MNetwork_Access_Authentication_Fassed
AND MDM:DeviceCompliantStatus EQUALS
Compliant

(Wireless_802 1X ANC BYOD_is_Reqistered
ANC EAP-TLS AND MAC_in_SAN

Wireless_802.1X AND EAP-MSCHAPv2

Wireless_MAE

MNetwork_Access Authentication_Passed

DenyAccess

Permissions
Blackhole_Wireless_Access

Cisco_[P_Phones

Non_Cisco_|IP_FPhones

Ruckus-FullAccess

MDM-Meraki

Ruckus-BY QD
-ANY-CWA

PermitAccess
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3.5 Configuring the DHCP/DNS services in ISE for Auth VLAN flow

The Auth VLAN flow designated to third party device which doesn’t support URL-redirection option.
How Auth VLAN flow works:
1. The guest endpoint connects to the network device.
. The device sends Radius/MAB request to ISE.
. ISE runs the MAB Authentication/Authorization policy
. ISE stores the Guest Portal details on the user session on Session cache.
. ISE responds with the Radius Access carrying the Guest VLAN name.
. The guest endpoint obtains network access.
. The endpoint broadcasts a DHCP request and obtains a client IP address and the ISE sinkhole DNS IP address from the ISE DHCP service.
. Endpoint browser sends a DNS query and receives the ISE’s IP address.
. Endpoint HTTP/S request is directed to the ISE box.
10. ISE maps the client IP address to the MAC address using DHCP query.
11. ISE searches the user session by the MAC address, extracts the Guest portal details and builds the portal URL
12. ISE responses with HTTP 301/Moved providing the guest portal URL.
13. The endpoint browser redirects to the Guest portal page.
14. The client authenticates in Guest portal
15. ISE issues a CoA request with authorization details.
16. Endpoint obtains an access to the corporate network
17. Endpoint receives an IP address from the enterprise DHCP.

O~NO OB WN

©
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“luilijdentity Services Engine Home b Context Directory b Operations (=0T~ Administration ¥ Work Centers

wSystem | » Identity Management  » Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » |denfity Mapping  » SAS Senvices

Deployment  Licensing  » Cerificates  » Logoing  » Maintenance  Upgrade  Backup & Restore  » Admin Access = Seitings

-]
0o
S g i
Client Provisiohing OHCP & DNE Services =vlan104
FIPS Mode DHCP & DNS Services
Alarm Seftings *Scope Name vian104
» Posture
Status Enabled 2
FroRing Node settings
¢ Protocols *|SE Mode ige-3rd-vm-6 v | 0
Proxy *Network Interface | GigabitEthernet 1 (10.10.13.249) ¥ @
SMTP Server
DHCP

SMS Gateway _ _

*Domain Name | 15€-domain.com ]
System Time
Policy Sets *DHCP Addressrange | 101010410 11 [ 1010104100 | o
ERS Seflings
Telemetry Settings *Subnet mask = 2£99-299.255.0 @

el NetworklD 10101040 @

DHCP & DMS Senvices

Exclusion address range | 10-10.104.90 to| 10.10.104.99 @
*Default gateway | 10-10.104.253 @
*DHCP lease time | 19 seconds(5-300) @
DHS
External DNS servers | 144.254.71.184 @
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To access Google play and MDM Meraki server, please add the following domains in 'External Domans' option:
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L <]
External Domains @ = googleusercontent.com -

Client Provisioning
FIPS Mode

google.com e
Alarm Settings
» Posture meraki.com =
Profiling

googleapis.com -
¢ Protocols
Proxy ggpht.com -
SMTP Server

static.com

SMS Gateway g i
System Time

symcb.com =
Policy Sets
ERS Settings :

google-analytics.com =
Smart Call Home
DHCP & DNS Services android.com —

google.co.il _—

gvtl.com =3

apple.com n—

icloud.com =
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3.6 Ruckus ZD1200 Configurations:

*The Radius CoA option is enabled by default.
*| used default configuration of ZD except the AAA Servers and SSID pages.

Here you can find info how to configure the AAA Servers and SSID pages:

Ruckus 1200 AAA Servers configuration:
RADIUS configuration for authentication
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H.RUCkUS' ZoneDirector - Ruckus-NTN

WIRELESS

aystem
WLANs
Access Points

Access Control

Guest Access
Hotspot Services
Hotspot 2.0 Services
Mesh

AAA Servers

DHCP Relay

Alarm Settings

Services
WIPS
Certificate

Bonjour Gateway

Dashboard =~ Monitor

Configure

Administer

Authentication/Accounting Servers
Authentication/Accounting Servers
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Toolbox

This table lists all authentication mechanisms that can be used whenever authentication is needed.

[ Name
I ISE-249

Encryption

Auth Method

Backup RADIUS

IP Address*

Port*

Shared Secret*
Confirm Secret*
Retry Policy
Request Timeout*

Type
RADIUS

 Active Directory C LDAP @ rapius © RADIUS Accounting  TACACS+

I 1is

@ pap C cHap

I™ Enable Backup RADIUS support

[10.1{3.13.249

i1812

EII.l L111]

I3

Max Number of Retries* fz

RADIUS configuration for accounting:

times

i

Help

Log Out (adm
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2016/06/08 12:19:58 | Help | Toolbox | Log

Ruckus: ZoneDirector - Ruckus-NTN

WIRELESS

Dashboard Monitor Configure Administer

Authentication/Accounting Servers
Authentication/Accounting Servers

This table lists all authentication mechanisms that can be used whenever authentication is needed.

Access Points

™ Name Type Actions
Access Control C ISE-249 RADILS Edit Clone
Maps r ISE-249-Acc RADIUS Accounting Edit Clone
Roles -_ B (DE-247-Acq) -
Users Name W
ey Type C active Directory T DA C rADIUS ' RADIUS Accounting © TACACS |
Hotspot Services Encryption C L5
Hotspot 2.0 Services Backup RADIUS I™ Enabie Backup RADIUS Accounting support
IP Address® [10.10.13.249
Mesh
AAA Servers roe I"’13 |
DHCP Relay Shared Secret* luuuu
|

Alarm Settings Confirm Secret* I.ll..l.. |
St'.r-..lh: a5 Rm mv

- | I
wiPS Request Timeout E seconds
Certificate Max Number of Retries* IZ times

1 | '.|
E‘.c_m;t::ur {-r{*.l.li'"l'«'d\' ﬂ_ﬂ[
. L e —

Guest SSID configuration:
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T ool Log Dut (ada
ﬁ rRuUclwus ZoneDirector - Ruckus-NTN -
Dashboard Monitor Configure Administer
WLANs
WLANS

This table brts your current WLANS and provides basic detaks about them, Click Create Hew 10 add another WLAN, of click Edit to make changes to an
extsting WLAN.

r  Hame ESSID Description A uthenticabion Encryplion Actons

[T Fuclus-Guest P ks -Guest R ks -Guest MAL Address Hone Edit Clong

|Em¢ral

Mame/ESSID* [Ruchas-Guest ESSID{Ruckus-Guest
Desc riphion Im:#m-{vm&l
WLAN Usages
Type (& Standard Usage iFor mom reguar wirshess neteark iages |
 Gosst ACCest [Coest acoetr pobicien a0 acoest control will be agpbied
(" Hotspot Service (WiSPr)
{ Hotspot 1.0
g " Autonomols
DR Fetay |
. Authentic ation Options
Alarm Settings |
|rhlhod " open T Boz.1xEAP & M Address T B02.1x EAP » MAC Address
| Encryption Options
| Method T oweaz T weamiced T wWEPr-ad (d0tit) © wEP-128 104 i) Hose
| Options
Authentication Server ||5E.1.|9 el
MAC Address Format | AA-BB-CC-DD-EEFF =)
b ot ik i ] a1l
Wireless Chient lsolation I isclate wirsless client traffic from other clients on the same AP,
I isclate wirsiess client traffic from a hosts on the same VLAN/ subnet,
!r]n Wihialst -]
(Biguiren whiteshe for gareway am? ocher sl sed Roatt
Zarc-T Activation™ ¥ Enable Terc-iT Activation
[WILAN La#rs Bre provided with wirsiens configuration ingzalisr afver they log in)
Priarity = wigh T Low
=) Advanced Options

Accounting Server ISE-249-Acc = Send Interim-Update every |5 minutes
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Notes: Guest flow will not work using this gear, the reason that is the device doesn't send 'Class' attribute as prat of accouting request. CSCuz81959-Some 3rd party
NADs are not sending "Class" attribute in account-request

Secure (dot1x/EAP) SSID configuration:
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H Ruclws ZoneDirector - Ruckus-NTN

WInTLESE

Canfligurs

This tabie fists your current WILANS and provides basic detals about them. Ciick Create Mew to add apother WLAN, or ciick Edit to make changes to an
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3.7 Verify

3.7.1 MnT report:

Identity Services Engine Home (AN SV~ Operations » Policy » Administration » Work Centers

~*RADIUS | TC-NAC Live Logs  » TACACS Reports  » Troubleshoot  » Adaptive Network Control

Live Logs  Live Sessions
N

Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops ©@ Client Stopped Responding @ Repeat Counter @

0 0 4 29 0

Refresh | Every 1 minute ~ | Show| Latest100records |v|Wihin Last:

O Refresh @ ResetRepeat Counts 2 Export To v 3
Time Status Details Identity Network Device  Endpoint ID Endpoint P...  Authorization Policy Authorization Pro... 1P
Jun 14, 2016 10:04:20.951 AM o BUser2 Ruckus-1200-WLC ~ 3C:A9F4:4C:81:F4 Windows10-...  ThirdPartyNetwork => Employee_EAP-TLS Ruckus-FullAccess
Jun 14, 2016 09:59:52.031 AM Qa BUser2 Ruckus-1200-WLC ~ 3C:A9:F4:4C:81:F4 Windows10-...  ThirdPartyNetwork >> Employee_Onboarding  Ruckus-BYQD
<
Last Updated: Tue Jun 14 2016 10:05:32 GMT+0300 (Jerusalem Standard Time) f

3.7.2 BYOD flow on Windows
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3.8 Troubleshoot

3.8.1 the endpoint is connected and it got the BYOD authz profile but when opening the endpoint's browser it doesn't display the BYOD portal:
Please the the prrt-management.log after changing it to debug mode if url-redirect found for session.

if you see this log, it means the url-redirect not found for this session:
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you see this log when the url-redirection found for session:

rrt . inpl.G
1mpl
1mpl

't inpl .G

3.8.2 issue: i can't to whitelist domains or get ip address using Auth VLAN:

1. login to ISE as root
2. enable DNS logs (named) using this cli "rndc querylog"
3. watch the logs using "tail -f /var/log/messages"
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